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1. YBO/J

1.1. BbBeaenue

JlanHuTe ca cpel Hall-IICHHUTE aKTUBU Ha BCSKA OPraHM3alus, a TAXHATa HAJUYHOCT,
ISUTOCT M TIOBEPUTEITHOCT ONpeNeNaT cTabuiiHocTTa Ha 6usnec nporecute (Whitman & Mattord,
2018). MoOuinHOCTTa HA ChBPEMEHHATa paboTHA cpela U HeoOXOIUMOCTTa OT OBhp3 0OMEH Ha
rojeMu obeMu HH(OpMAIMs MOCTaBAT BBHIIHUTE 3amamersBanim ycrpoiictBa — USB duam
namet, BeHITHU SSD u HDD, kapTi ¢ mameT — B IIeHThpa Ha TEXHOJOTUYHATa HHPPACTPYKTypa.
Bbrnpeku mmpokoTo pasnpocTpaHeHUue Ha O0JauyHHUTE yCIyTH, (PU3MYECKUTE HOCUTEIIM OCTaBaT
MPEINOYUTaHu ITPH paboTa ¢ 00eMHU (aiioBe 0e3 3aBUCMOCT OT HHTEPHET BPb3Ka, KAKTO U MPH
o0paboTka Ha knacuduuupana napopmarus B nzomupanu mpexu (ENISA, 2023).

3HaUEHUETO HA MPOCKTA MPOU3THYA OT JIBOMCTBEHATA POJIA HA MPEeHOCHMHTE maMeTu. OT
e/lHa CTpaHa, Te yJECHABAT eXeIHeBHaTa pabora u oOMeHa Ha qanHu. OT Apyra — IpH JIMICa Ha
J0CTaThueH KOHTPOI — Ch3JaBaT pealieH pUCK 3a HH(popMallMoHHaTa curypHocT. Criopes AoKIaaa
Ha Verizon 3a 2023 r. 3HaYMTEIHA YacT OT MHIUACHTUTE ¢ u3TH4Yane Ha nanHu (Data Leakage) ce
IBJDKAT Ha 3aryOeHH, OTKpaJHATH WJIM HEKOHTPOJMPAHO H3IOJI3BaHM JIMYHU YCTPONCTBA B
KOpHopaTHBHa cpefia — siBjeHue, mo3uaro karo BYOD (Bring Your Own Device) (Verizon, 2023).

PuckoBere obaue He ce CBEXIAT caMO JI0 HEOTOPU3UPAH JOCTHI. BHHIIHUTE HOCUTEIH
HEPSIIKO CITY’KaT 3a TIPEHOC Ha 37I0BpeieH coPTyep (malware), 3a00UuKaTHKA MPEKOBHUTE 3aIUTH
W 3alIUTHUTE CTEHH. Te ca OCHOBHO CPEJICTBO MPH aTaKH CpeIly T.Hap. air-gapped cucremMu —
KOMIIOTPH, (PU3MUECKH U30JIMPaHU OT HHTEPHET — KOETO I'M MIPEBPbIIA B 3arjlaXxa U 32 00EKTH OT
KpuTHuHata uHppactpykrypa (Langner, 2011). YnpaBneHuero Ha Te3u yCTPOHCTBA M3HUCKBA HE
camo (pu3MUecKa 0XpaHa, a KOMIUIEKCEH MOJX0/1, 00XBallall] KpUIITUPaHe Ha JaHHUTE, CTPUKTHU
MOJIUTUKH 32 KOHTPOJ Ha opToBeTe U o0ydyeHue Ha nepconana (ISO/IEC 27002:2022).

1.2. UcTropnueckn nperJieq

EBontoniusita Ha BBHIIHUTE HOCUTEIM Ha WHMOpMaIus € OensizaHa OT HeNpeKbCcHaTa
MHUHUATIOPU3alMsl W HapacTBalla IUTBTHOCT Ha 3amuca. Bceku HOB eram  pa3mupsiBa
BB3MOYKHOCTUTE 33 IPEHOC Ha IaHHU, HO CHILEBPEMEHHO ITOPAXK/1a HOBH MPEAU3BUKATEIICTBA IIPEL]
CUTYPHOCTTA.

Hauanoro e nocraBeno B nepuoga 1951-1952 r. ¢ BbBeX1aHETO HA MArHUTHUTE JIEHTH —
ycrporictBa kato UNISERVO I u IBM 726, ocurypsiBaiiy mociaeAoBaTENEH AOCThI A0 JaHHU
Ype3 MarHUTEH 3aIuc. 3auTaTa Mo OHOBa BpeMe € U3IUI0 Gu3nUecKa: JIGHTUTE Ce ChbXPaHsIBaT B
OXpaHsBaHMW 3aJM, a PUCKBT OT KpakOa € MUHHUMAJIEH 3apaaud obemMa Ha caMOTO O0OpyIBaHE
(Mueller, 2015).

IIpes 1971 r. IBM npencraBa 8-nH4YOBaTa AMCKETAa, IbPBOHAYAIHO NpPEAHA3HAUYEHA 32
3apekaaHe Ha MUKPOKO/, KOETO I0CTaBs HA4aJlOTO Ha MO-rojisiMaTa IPEHOCUMOCT Ha JaHHUTE. B



nepuoga 1976-1984 r. ce mosiBsBar 5,25-MHYOBUTE, a Ciled TAX U 3,5-UHUYOBUTE JUCKETH,
MPEBbPHAIM C€ B MHAYCTpHaIeH cTaHaapT. [llupokusT oOMeH Ha quckeTn obade Mmopak/ia HOB
THII 3aIlaxa — ITbPBUTE KOMITFOTHPHHU BUPYCH, PA3NpOCTpaHsIBaHu upe3 boot-cexkropa. TunnueH
npuMep € BUPYChT Brain ot 1986 r., koiiTo € cpen mbpBUTE 00pa3iy Ha 3JIOBPEIEH coTyep,
npenacsiH pusnuecku (Tanenbaum & Bos, 2015).

CriecTBeHa mpoMsiHa HacThIBa Ipe3 1996 r. ¢ myonukyBaneTo Ha cnierudukanusata USB
1.0, BpBEXKaIIa YHUBEPCAJIEH cepueH uHTepdeiic, KoNTo o0eAnHsIBa 3aXpaHBaHETO U ITPEHOCa Ha
JAaHHYU B €IUH KaOen U M03BOJIsIBAa CBbpP3BaHE HA YCTpPOWCTBA O€3 pecTapTHpaHe Ha KOMIIOTHpa
(hot-swap) (USB Implementers Forum, 2019). IIpe3s 2000 r. Ha ma3apa u3JM3aT ITBPBUTE
Thproeckn USB ¢umam mamern (DiskOnKey/ThumbDrive) ¢ kamanutrer 8 MB. Jluncata Ha
JBUKEIIN CE YaCTH U aBTOMAaTUYHOTO pa3lio3HaBaHe OT onepanuonHaTa cuctema (Plug-and-Play)
M TpaBIT YIOOHU 3a €XKEAHEBHA YINOTpebda, HO W MPEBPHIIAT BCAKO pPabOTHO MSCTO B
MOTEHIIMATHA BXOJ/IHA TOUYKa, 3a00uKassima Mmpexosute puntpu (Brewer & Gill, 2008).

[Ipe3 2010 r. e oTkpuUT uepBeAT Stuxnet, HACOUEH Cpelly UpAaHCKaTa siApeHa Mporpama.
Toli ce mpeBpbIla B emOIeMaTHueH ciiydail Ha usnonsBane Ha USB ycTpolicTBO KaTo cpeAcTBo 3a
kubeparaka cpelly IpOMUIILIEHU KOHTpoJiepu B u3onupana cpena (Langner, 2011; Zetter, 2014).
Ha xondepenunusara Black Hat npes 2014 r. e nemonctpupana ys3zBumoctra BadUSB,
paskpuBalla, 4ye 3arsaxaTa MOXKE Ja IpOou3THYa HE OT ChABP)KAHUETO Ha yCTPOMCTBOTO, a OT
camusa ¢pbppmyep Ha USB KoHTposiepa, CrOCOOCH Ja eMmynupa KiIaBHaTypa M Ja H3ITBJIHSABA
KOMaH¥ 3a yacTH oT cekyHata (Tischer et al., 2016).

Canen 2015 r. macoBoTo HaBin3ane Ha BBHIIHU SSD ¢ NVMe npotokon nu USB Type-C
pasmupsiBa ckopoctute Ha TpaHchep Hax 1000 MB/s (NVM Express, 2022). Te3u ckopocTH
MO3BOJISIBAT CTApTHPaHE Ha LEJIM ONEPallMOHHU CUCTEMHU JUPEKTHO OT BbHIIEH Hocurten (Live
OS), xkoeTo MoXke /1a TOCIYXH 3a 3a00MKalsHE Ha JIOKAJTHUTE 3alllUTH U JIOCTHI 10 (haitioBara
CHCTeMa Ha XOCT MallIiHaTa.

1.3. lea u 3agaun

OcHoBHaTa LEJI Ha IMPOCKTa € Jda HU3BBbPIIN 38.,HLJ'I6OLIGH aHaJIM3 Ha TCXHOJIOTUYHHUTC H
CKCIUIOATAIUOHHUTEC YA3BUMOCTU IIPpHU H3IOJI3BAHC HA BBHIIHHW 3allaMETsABAIlN YCTpOﬁCTBa B
KOpropaTuBHa Cp€la U Ha Ta3W OCHOBA Ja IMPCIJIOXKU MOJICIT 3a YIIPABJIICHHUC, KOHTO ocurypsiBa
OanaHc MEXKAY oIliepaTuBHa CbBMCCTHUMOCT U I/IHq)OpMaLII/IOHHa CUT'YPHOCT. 3a mocTUraHeTo Ha
Ta3u OCJI Ca ONPECACICHU CIICAHUTC 3ala4u:

1. Knacudukanus 1 TEXHOJIOTHYEH aHAIN3 — pasriekIaHe Ha ChBpeMeHHHUTe HHTepdelicu
(USB 3.x, USB4, Thunderbolt) u cBbp3anute ¢ apxurekrypara uM puckose (DMA — Direct
Memory Access), kakto u ananu3 Ha Qaitnosute cuctemu (FAT32, NTFS, exFAT, APFS) c ornen
Ha BBb3MOYKHOCTUTE MM 3a yIpaBjIeHHE Ha npasara 3a nocThll (ACL) u BojeHe Ha )KypHaJIHU
3aIHCH.



2. Unentudukamus ¥ KaTeropu3alys Ha PUCKOBETE — CUCTEMaTU3UPaHEe Ha 3aIUIaxHTe,
BKJIIOYBAIM (u3nuecka 3aryba u KpaxOa, COIMAIHO WHXXEHEpPCTBO (aTtaku Tum Baiting ¢
MOAXBBPJICHU yCTpoicTBa), Xapayepuu araku (Rubber Ducky, BadUSB), Juice Jacking (aTaku
Ipe3 MOPTOBE 3a 3apekKAaHe), KAKTO U OLIEHKA Ha PHCKa OT YOBEIIKA IPelIKa U HeOpeKHOCT.

3. Anamm3 Ha MeTOAWTE 3a 3amuTa — cpaBHeHHe Mexnay codryepuu (BitLocker,
VeraCrypt) u xapayepHau (BrpajicHu B unria) Mmetoau 3a kpuntupane (AES-256 XTS), npoyuBaHe
Ha CHCTEMHTE 3a NpenoTBpaTsBaHe Ha 3aryba Ha manHu (DLP) m TaxHata eQeKTHBHOCT INpH
MOHUTOPUHI Ha KpaHU TOYKH, KaKTO W pa3rJeKJaHe Ha aJIMUHUCTPATUBHHU IOJXOJH KaTo
Whitelisting Ha ycrpoiictBa mo Vendor ID/Product ID u 6;10kupane Ha moptose upe3 Group Policy
(GPO).

4. [IpakTHyecka peanu3anus — IeMOHCTpUpPAHe Ha 3alUTeH npodui B cpexa Ha Windows
Server/Active Directory, KoiiTo 3a0paHsiBa 3amnuca BbpXy BHIIIHU YCTPOWCTBA 32 HEOTOPU3UPAHU
HOTPEOUTENN U HaJara 3abJDKUTEITHO KPUIITHPAHE 33 OTOPH3UPAHHTE.

2. TEOPETUYHA YACT

2.1.1. BunoBe BbHIIHH 3alIaMeTSBANIH YCTPOHCTBA

BbHIIHNTE 3anaMeTsBallld yCTpOWCTBA ca XapAyEepHH CPEICTBA 3a ChbXPaHEHUE, IPEHOC U
apxuBHpaHe Ha U poBa nH(GOpMAIHS U3BBH BBTPEIIHATA TAMET Ha KOMITIOThPHATA cUCTeMa. Te
OCUTYpSIBAT MOOMJIHOCT HA JAHHUTE, BH3MOXKHOCT 32 PE3EPBHO KOMHUpPAHE W paslIUpsBaHE Ha
Hamuyaus kanamuteT (Whitman & Mattord, 2018). Cnopex TexHoJoruara Ha 3aluc,
KOHCTPYKLHATA U MIPEIHA3HAYEHUETO CU BHHIIIHUTE HOCUTEIH CE Pa3JIeisT Ha HIKOJIKO OCHOBHU
rpynu: USB ¢nam nameru, tBbpaotrennu auckose (SSD), maruutHu TBBpaU auckose (HDD),
kaptu ¢ namet (SD) u ontuunu Hocutenu (CD/DVD). Besika oT TX npuTekaBa XapaKTepUCTHKH,
KOUTO S MPaBST MOJXOAIIA 32 pa3IMYHU CLEHApUH Ha yroTpeoa.

1. USB Flash drives — xapakTepucTuKH ¥ NPUJIOKEHHE

USB ¢uamr nameTute ca KOMIaKTHU IPEHOCUMH YCTPOICTBA 32 ChbXpaHEeHHe, 0a3upaHyu Ha
NAND ¢namr texnonorusi. Te ca cpen Haii-MacOBO M3MOJI3BaHUTE BBHHIIHM HOCUTEIH HOpaId
MaJIKUTE CH pa3MepH, AOCThIIHATA LieHa U JiecHaTta ynoTpeda (Brewer & Gill, 2008). B ocHoBara
Ha BCSAKO TakoBa ycTpoiicTBo cTou unn ¢ NAND ¢ramr namer, B KoiTo HHpOpMaLusiTa ce 3anicBa
ype3 ENEKTPUYECKH 3apsau B TOMynpoBoaHukoBU kieTku (floating-gate Tpansucropm). 3a
pasnuka oT MarHuTHUTE HocuTenu, NAND TexHoJIorusaTa He pa3yuTa Ha IBHKEIN CE MEXaHUIHHU
4acTH, KOETO 5 IPaBU MO-ycToWYMBa Ha yaapu u Budpanuu (Micheloni et al., 2010).

Beska USB  ¢namr nmamer pasmomara ¢ BrpaZieH KOHTpOJEp, KOWTO ymHpasisBa
KOMYHHUKaIUATa MEXy NaMeTTa U XOCT cuctemara. KoHTponepbT oTroBaps 3a KOpeKUusATa Ha
rpemiku (ECC — Error Correction Code), 3a ©3HOCOYCTOHYHMBOTO pasnpeieiieHne Ha 3alucuTe
(wear leveling) u 3a ynpaBienuero Ha O61okoBete ¢ jomu cekropu (bad block management). Te3u
MEXaHU3MH Ca OMNpEeIesAllyd 3a HaJASKIHOCTTa Ha YCTPOMCTBOTO, Thil kaTo NAND kineTkute



M3IbpKaT OrpaHUYeH OpOH IUKJIM Ha 3alKiC U U3TpuBaHe — oOukHOBeHO Mexay 3 000 u 100 000
B 3aBucuMocT ot tumna mamet: SLC, MLC, TLC nmu QLC (Bez et al., 2003).

CBBp3BaHETO C KOMIIOThPHATa CHCTEMa C€ OChIIecTBsBa 4pe3 uHTepdeiica USB
(Universal Serial Bus), paspadoren or USB Implementers Forum (USB-IF). Cnenudukanusra e
npemMuHaia mnpe3 Hakoiko pesusun: USB 2.0 ocurypsiBa Teoperudna ckopoct a0 480 Mbit/s, USB
3.0 — 1o 5 Gbit/s, USB 3.1 Gen 2 — no 10 Gbit/s, a USB 3.2 Gen 2x2 nocrtura 20 Gbit/s (USB
Implementers Forum, 2019). Hapexn c¢bc ckopocTTa € eBoitonpan u GU3NIECKUIT KOHEKTOP — OT
kinacudyeckusi USB Type-A no USB Type-C, koilTo nogabpka JBYIIOCOYHO BKJIIOUBAHE M IO-
BHUCOKHU CKOPOCTH Ha TpaHcdep.

Tunnyaure npunoxxenus Ha USB ¢nam maMeTuTe BKIIOYBAT MPEHOC HA (ailyioBe MEXTY
KOMITIOTPH, Ch3JaBaHe Ha ctaptupamu (bootable) HocuTenu 3a WHCTANIAMs HA OMEPAI[MOHHU
CHUCTEMH, ChXPaHECHHE HA JJOKYMEHTH U MYJATUMEIUNHO ChAbpkKaHue. B xoprnopaTuBHa cpena te
HEpPSIIKO CIy>KaT U 3a MpeHoc Ha KoHpuaeHuaniHa uH(OpMalUsi, KOETO MOpakaa CEpUO3HU
PUCKOBE 3a CUTYPHOCTTa W Hajara MpHUJIaraHeTo Ha MOJUTUKU 3a KOHTPOJ Ha yCTpoicTBara
(Whitman & Mattord, 2018). CeBpeMeHHUTEe MOzenu npepiarat kamanuret ot 4 GB 1o 2 TB,
KaTo Hail-pa3npoCcTpaHeHU Ha ma3apa ca Te3u ¢ obem ot 16 GB o 256 GB.

2. SSD (Solid State Drive) — TexH0JI0THS U 0COOEHOCTH

Tebpoorennure nuckoe (SSD) cbmo wusnomsBar NAND ¢uam namer, HO ca
MIPOEKTUPAHU 33 3HAUYUTEIHO IO-BUCOKA MPOU3BOAUTENHOCT U KamaluteT B cpaBHeHue ¢ USB
¢brnam nmamerute. ToBa ru mpaBu MpeAnovYnTaH U300p KAaKTO 3a BBTPEIIHO, TaKa W 32 BHHIIHO
ChXpaHEeHHE B ChBPEMEHHUTE KOMIIOThpHU cuctemu (Samsung Electronics, 2023).

Apxurektypara Ha SSD BxiouBa mMacuB oT NAND ¢uam yunose, KOHTpoJiep U Kell
nameTr (oOukHoBeHo DRAM). KoHTponepbT KOoOpAMHMpaA ONEpaluUTe MO 4YETEeHE U 3aluc,
yopasisiBa anropurmure 3a kopekuus Ha rpeumku (ECC) u usnbingBa wear leveling, 3a na
pasmpenens 3anucuTe paBHOMEpHO Mexay kieTkute. Tol aktuBupa u pynkuuara TRIM, kosto
uHpOpMHpa YCTPOHCTBOTO KOW OJIOKOBE JaHHM Beue HE ca HeoOXOMUMHM M Morar ja Obaar
ocBoOosieHu. Te3u mpouecu MOoAAbpKAT NPOU3BOJUTETHOCTTa Ha YCTPOHCTBOTO M yJUbJIKAaBaT
*u3HeHus: My nukba (Samsung Electronics, 2023).

Boamaute SSD ce npeiarat B HAKOJIKO hopm pakropa. DopMarsT 2.5 HHYA € HACIECICH
0T KoHBeHUHOHaHUTe snanton HDD u o6ukHoBeHO ce cBbp3Ba upe3 SATA III ¢ makcumanna
ckopocT 10 600 MB/s. Tlo-xkomnaktHUsAT M.2 dhopm dakrop moaabpxka kakro SATA, Taka u
nporokosnia NVMe (Non-Volatile Memory Express). NVMe nuckoBere KOMYHHMKHpPAT C
nporecopa upe3 mmuHata PCI Express (PCle), koeTo ocurypsiBa 3HaYUTEIHO I1O-BUCOKU CKOPOCTH
— 1o 7 000 MB/s nipu PCle Gen 4 u nag 12 000 MB/s ipu PCle Gen 5 (NVM Express, 2022).
BeaimnuTe SSD ycrpoiicTBa 00MKHOBEHO ce CBBp3BaT ¢ XocT cucremara upe3 USB 3.1/3.2 unu
Thunderbolt.



Cpen ocHOBHUTE ImpeauMcTBa Ha SSD TEXHOJOrUsATa ca HUCKOTO BpeMe 3a JOCTbII (1104
0,1 ms crpsimo 5—10 ms mpu HDD), BucokaTa CKOpOCT Ha ITOCJIEIOBATEIHO U TIPOU3BOJIHO YETEHE
U 3aIMc, HUCKaTa KOHCYMAalsl Ha eHeprus, 0e3irymMHara padoTa 1 yCTOHYMBOCTTa HA MEXaHUYHU
BB31eicTBUsA. Wear leveling anropuTbMbT pasmnpeens 3anucuTe paBHOMEPHO MEXY KIETKUTE,
C KOETO MPEeA0TBPATABA MPEKICBPEMEHHOTO H3HOCBAHE Ha onpeaeaeHu oonacti. ChbBpeMEHHHUTE
SSD nuckoBe nmat nokazaren TBW (Total Bytes Written) ot crotunu TepabaiTé, KOETO UM
OCUTYpsIBa HAAEKACH XU3HEH LUKBJI oT 5 1o 10 rogunu npu crangaptHa ynorpeba (Samsung
Electronics, 2023).

3. HDD (Hard Disk Drive) — npuauun Ha padora

TeepausT guck ¢ marnuteH 3anuc (HDD) e knacudecko yCTpOHMCTBO 3a MacoBO
ChXpaHEHHUE, KOETO 3alKCBa JaHHU BBPXY BBPTAIIU C€ AUCKOBHU IuiacTunu (platters), mokpuTu ¢
(deppomarauTeH Martepuan. Berpeku HapactBamaTta nomyssipHoct Ha SSD, HDD namckoBere
MPOJBJDKABAT Jla 3aeMaT 3HAYMTENHA Ia3apHa HUIIa MOpajy HUCKATa CHU IleHa Ha TurabailT u
HAJIMYUETO Ha MOJIEJIN ¢ MHOTO BUCOK KananuTeT — a0 20 TB 3a notpeburencku monenu u 10 30
TB 3a kopniopatuBHu penienns (Backblaze, 2024).

JlaHHUTE ce 3amucBaT M YeTar upe3 MarHuTHU Tasu (read/write heads), kourto ce aBmxkar
Ha/I TOBBPXHOCTTA Ha TUIACTUHUTE. BCsika MarHuTHa OpUEHTAIUS HA MUKPOCKOITMYHA 001acT OT
MIOBBPXHOCTTA IpecTaBisiBa ABouyHa cTolHOCT (0 mnu 1). IlnactunuTe ce BBPTAT € OCTOSHHA
CKOpOCT, u3MepBaHa B obopotu B MuHyta (RPM). Obuuaitnure croiitnoctu ca 5 400 RPM 3a
IIpeHOCUMHU U eHeprocnecTsBamy mMoaenu U 7 200 RPM 3a HacTonHu TUCKOBE; 32 ChPBBPHU
npuioxxenus ce u3nomssat mozaenu ¢ 10 000 u 15 000 RPM (Mueller, 2015).

Enun ot cemectBenure Hepoctarblin Ha HDD e ¢parmenTtanusra Ha aanuute. [Ipu
IPOABIKUTENHA yoTpeOa (hailloBeTe ce 3alucBaT B HECHCEAHHM CEKTOPHU, KOETO IPUHYKAABA
yeTsIaTa riasa Jja U3BbpIIBA JOMBIHUTEIIHU MEXaHUYHM JBMKEeHUs. ToBa 3abaBsi onepanunre
[0 4YeTeHe M BIOlIaBa oOlaTa NPOM3BOAUTENHOCT. PerynspHata pegparmeHTanus —
MOJIPEXKJIAHETO Ha (PparMEHTUTE B IOCJIEIOBATENIEH PEll — € MPENnopbUUTeNHA MPaKTHKa MpU
¢aitnosu cucremu kato NTFS (Tanenbaum & Bos, 2015).

MexaHnuHaTa KOHCTPYKIMs onpenens U ys3BuMmocrra Ha HDD keM  ¢usnyecku
Bb3JeHcTBUA. Pa3cTosHMETO Mexay ueTsmiaTa IjlaBa M MOBBPXHOCTTa Ha IUIACTHHATa € OT
MopsAIbKa Ha HSAKOJIKO HAaHOMETpa — JIOpHU JIEK yJIap MOXE Ja MpeAu3BUKAa KOHTAKT MEXIY TIX
(t.Hap. head crash) m ma ngoBeme mo Oe3BB3BpaTHa 3ary0a Ha naHHM. 3atoBa BhHITHUTE HDD
OOMKHOBEHO BKJIIOYBAT YAAPONOTIIBIIAIIN KOPIYCH W CEH30pU 3a CBOOOAHO MajaHe, KOUTO
MapKupar IJIaBUTE MpU 3achyaHe Ha BHe3anmHo yckopenue (Mueller, 2015). Bompeku Te3u
orpanndenusi, HDD ocraBa mpeanounTaHo pelieHue 3a apxXUBHpaHE HA TOJIEMU O0EMH JTaHHH,
BUJIeOHAOMIOIeHne M MpexkoBO cbxpaHeHHe (NAS), kbaeTo KamauTeThbT M Li€HaTa uMar
IIPUOPUTET IIPEN CKOPOCTTA.



4. SD kapTu — BUi0Be U cnienupuKanuu

Kaptute ¢ mamer SD (Secure Digital) ca MUHHATIOpHU PEHOCUMH HOCUTENH, Oa3upaHu
Ha NAND d¢uam Texnonorus. Te ca IIMPOKO pa3snpoCcTpaHSHH B MOOWIIHU YCTPOUCTBA, ITUPPOBU
KamepHu, APOHOBE U BrPAJICHU CUCTEMH MOPaJU MAIKUTE CH pa3Mepu U HUCKaTa KOHCyMallusi Ha
eHeprus. CTaHIapThT € BbBeIeH npe3 1999 r. ot koHcopimyM, BKItouBail Panasonic, SanDisk u
Toshiba, n oTTorasa e nmperbpIsii1 MHOXKEeCTBO peBu3uu (SD Association, 2023).

SD kapTuTe ce mpou3BekaaT B Tpu U3HYECKU pasmepa: ctangapter SD (32 x 24 x 21
mm), miniSD (21,5 x 20 x 1,4 mm) u microSD (15 x 11 x 1 mm). ®opmaTsT miniSD e
MPAaKTUYECKH M3JA3BJ OT ynorpeba, mokaro microSD nomuuupa npu cMmaptdonu, Tabnetu u
exurpH Kamepu. 1o kamanureT cnenudukanuute onpenenar tTpu kareropuu: SDSC (Standard
Capacity) — 1o 2 GB, SDHC (High Capacity) — ot 4 1o 32 GB u SDXC (Extended Capacity) — ot
64 GB 1o 2 TB (SD Association, 2023).

KrnacoBeTe Ha CKOPOCT MMAT 3HAYCHHUE TIPU MTPUIIOKEHHUSI, KOUTO U3UCKBAT CTA0MIICH TIOTOK
OT JIaHHH — HANpUMep BUJIe03auc U cepuiina potorpadus. OpuruHannara knacudukamnus Speed
Class onpenenst MUHIMAaITHATA TTOcieAoBaTeHa ckopoct Ha 3anuc: Class 2 (2 MB/s), Class 4 (4
MBY/s), Class 6 (6 MB/s) u Class 10 (10 MB/s). C HapacTBaHeTO Ha H3UCKBAaHHUATA Ca BHBEICHU
cragnaprure UHS (Ultra High Speed) Speed Class — UHS-I ¢ Teopernyen makcumym 104 MB/s,
UHS-II ¢ no 312 MB/s u UHS-III ¢ no 624 MB/s. 3a Bumeo3anuc ¢ BHCOKa PE3OJIONHUS €
nepunupan u Video Speed Class, kpaeto V30 rapantupa MuHuMaiHa ckopoct oT 30 MB/s
(mocraTpuna 3a 4K Buzeo), V60 — 60 MB/s, a V90 — 90 MB/s, noaxoasmia 3a 8K Buzaeo (SD
Association, 2023).

B cmaprdonute SD kaptuTe ciyxaT 3a paslUpsBaHEe Ha BBTPELIHATa MaMmeT, a B
uudpoBuTe PpoToanapaTy U BUAEOKAMEPH TE Ca OCHOBHUAT HOCUTEJ 3a 3aIIUC — IPO(ECHOHATTHUTE
MOTPEOUTENHN NMPEANOYUTAT KapTH ¢ Kiaac V30 mim no-BUCOK, 3a 1a OCUTYPAT HEMPEKbCHAT MOTOK
npu 3anuc. B obnactra Ha MHtepHer Ha Hewmata (IoT) u Brpanenute cucremu microSD kapture
CbXpaHsABaT PbpMyep U ONEPATUBHU JJAaHHU, KOETO JOIBIHUTEIHO [TO{4epTaBa YHUBEPCATHOCTTA
uM (Krogh, 2009).

5. CD/DVD HocuTeJay — ONTHYHM TEXHOJIOTHU

Komnaktuure auckose (CD) u uudposute Buaeoauckose (DVD) ca ontuunu HOCuTENH,
KOUTO 3alKMCBaT M YeTaT JAaHHM 4pe3 Ja3epeH Jibd. Makap 3Haue€HHETO MM B €)KeIHEBHara
ynotpeoda /1a € HaMaJIsIo ¢ HaBJIM3aHETO Ha (pI1alll TEXHOJIOTUUTE U 00JIaYHUTE YCIIyTH, OITUYHUTE
JIMCKOBE BCE OIlIE Ce M3IOJI3BAT 3a apXUBUpPAHE, Pa3NpOCTpaHEHUE Ha cOPTyep U MyITHMEIHS,
KaKTO M B CIELUAIN3UPaHU 00JIACTH KaTO MEJUIIMHCKUTE 3allUCH U Jbp)KaBHUS apXUB, KBAETO
IBIATOTpaitHOCTTa Ha JaHHUTE € mpuoputeT (Pohlmann, 2005).

TexHonoruaTra Ha ONTHYHHUSA 3alKC CE OCHOBAaBa Ha OTPAKEHHUETO W MPEUYNBAHETO HA
Ja3epHa CBETJIMHA OT MOBBPXHOCTTA Ha aucka. [lpu ¢abpuuno npecoBanutre (ROM) nuckose
JAHHUTE ca MPEACTaBeHH 4pe3 MUKPOCKONHMYHU BATBOHATUHU (pits) M PAaBHUHHU y4acTbLU
(lands) Bbpxy monukapOoOHaTeH CyOCTpaT, MOKPUT C OTpa3sBalll CJIOM OT amyMuHuUi. JlazepHUST



Y OTYMTA PA3IIMKaTa B OTPAKEHHUETO, KOATO CE MHTEPIPETHpA KAaTo IBOWYEH cuUTHAN. [lpu
3anucBaeMute (Recordable) muckoBe ce u3mon3Ba ciioi oT opraHudeH OarpuieH marepuan (dye
layer), xoifTo ce mpoMmeHs HeoOpaTUMO IOJ BB3JCHCTBUETO Ha IO-MOUICH Ja3ep, a IpH
MHOTOKpaTHO 3anucBaemute (Rewritable) mmckoBe ce mpuiara ¢a3zoBo-nmpomeHnIuB (phase-
change) maTepuai, cnocoOeH 1a IpeMUHaBa MEX/Ly KPUCTATHO U aMOP(HO ChCTOSIHUE A0 OKOJIO
1 000 ukwia (Taylor et al., 2006).

Cranmaptausatr CD no6upa no 700 MB nanau (okosio 80 MUHYTH ayawo) npu padorta ¢
Jaszep ¢ AbpkuHA Ha BbyiHata 780 nm. DVD TexHonorusara n3nosssa Jjiazep ¢ no-KbCa IbHKUHA —
650 nm, KOeTo MO3BOJISIBA 3HAYUTEIHO MO-ToJsIMa TUTBTHOCT Ha 3amuc. EqHocinoen eqHocTpaHeH
DVD nuck (DVD-5) nobupa 4,7 GB, nBycnoen eqnoctpaner (DVD-9) — no 8,5 GB, a nBycnoen
neyctpaned (DVD-18) — no 17,1 GB. CoimecTByBaT JBa KOHKYpHUpAITH ce GopmaTa 3a 3aruc —
DVD-R/RW (nogmbpxan or DVD Forum) u DVD+R/RW (nogaspskan or DVD+RW Alliance),
KaTo MOBEYETO CHhBPEMEHHH ONITHYHU YCTpoHcTBa mourbpkar u aara (Taylor et al., 2006).

[Tpu nmpaBuIIHO ChXpaHEeHUE — Oe3 MpsKa CIbHUEBA CBETIIMHA, PU CTA0MIIHA TEMIIepaTypa
Y HUCKA BJIAXKHOCT — ONTHUYHUTE HOCUTEJM MOraT Ja 3ama3sT JdaHHute 3a nepuox ot 20 no 100
roguau (Pohlmann, 2005). ToBa ru mpaBu MOAXOIALIN 3a ABIATOCPOYHO apxuBupanHe. ROM u
Recordable BapuanTute ca 3auTeHu OT 3alKC, KOETO TU IPeana3Ba OT CIy4ailHO U3TPUBAHE U OT
3apa3siBaHE CbC 3JIOBpEACH CcO(Tyep, MPH YCIOBHE Y€ aBTOMATUYHOTO W3IIBJIHEHHE Ha
ChJIbPKaHUE OT TSAX € AeakTUBUpaHo. CTaHAapTU3ALMATA HA ONTUYHUTE HOCUTENH € YpEeIeHa upe3
mexayHapoaau cranaapta kato ISO/IEC 10149 3a CD-ROM (ISO/IEC 10149, 1995), xoero
rapaHTupa riiodagHaTa UM CbBMECTHUMOCT.

Ilerte pasrienaHM KaTeropuu BBHIIHM 3alaMeTsBAll YCTPOWCTBA MOKPHUBAT HIMPOK
CIIEKTHP OT MOTPEOHOCTH 3a chbXpaHeHue. M300pbT Ha KOHKPETEH THUIl 3aBHCH OT HEOOXOAUMUS
KaIaluTeT, H3MCKBaHATa CKOPOCT, (pu3nueckaTa U3APHKIUBOCT, YCIOBUITA HA TPAHCIOPTUPaHE
U U3MCKBaHMATA 3a cUTypHOCT. Jl0OpOTO Mmo3HaBaHE HA TEXHOJIOTMYHUTE OCOOEHOCTH Ha BCSAKO
YCTPONCTBO € MPEANOCcTaBKa 3a €()eKTUBHOTO MY YIPABICHHUE U 33 OTPAaHUYaBaHE HA PUCKOBETE
IIPH eKCIIoaTallus.

2.1.2. TexHN4YeCKHN XapAKTEPUCTUKH HA BLHIIHUTE HOCUTEJIN

N300pbT Ha BBHHIIIHO 3allaMeTSABaII0 YCTPOUCTBO 3aBUCH OT HSKOJIKO TPYMU TEXHUYECKU
napaMeTpH: CKOPOCTH Ha YeTeHE W 3amuc, HHTepdeic 3a CBbp3BaHe, KamaluTeT U HaJeKTHOCT.
Te3u xapaKTepUCTHKH OIPEISIIAT JOKOJIKO JIAJCH HOCUTEI € TTOIXOIA 3a ONPeIesieH CIICHApUi
— OT ©KeJHEBEH 0OMEH Ha (paiiioBe 10 apXWBHpPaAHE HA TOJIEMU MACHUBH OT JaHHHU.

1. CxopocTH Ha YeTeHe U 3anuc

Ckopoctra Ha TpaHcep € €IuH OT BOJCIIUTE TOKa3aTeNd 3a BCAKO YCTPOHCTBO 3a
CbXpaHeHHe. B TexHudeckara JAOKyMEHTAIlMsl Cc€ pasrpaHryaBaT JiBa THIA OMEpaluu:
nocnegoBarenHo (sequential) u mpowusBonHO (random) yerene u 3amuc. llociemoBaTenHute
omepanuy ce u3MepBaT B Merabaiitu B cexkyHaa (MB/s) u orpassBaTr ckopoctra mpu padota ¢



rojieMH HeNpeKbCHATH OJIOKOBE JaHHH, HAIpUMEP MpHU KOMKMpaHe Ha BuAeo(daill Win ch3/1aBaHe
Ha 00pa3 Ha aucka. [IpousBosHuTe oneparuu ce uamepsat B IOPS (Input/Output Operations Per
Second) u moka3BaT ciocCOOHOCTTA Ha yCTPOMCTBOTO J1a 00paboTBa MHOKECTBO MAJIKH 3asBKH OT
pa3IMYHM MeECTa Ha HOCUTENs EIHOBPEMEHHO — THUIIMYHO IIOBEIECHUE MpH paboraTa Ha
orepannoHHaTa cuctema u 6aszute nanau (Micheloni et al., 2010).

[Ipu marautanre HDD nocnenoatenante ckopoctu gocturat 80—160 MB/s 3a monenun
cbe 7 200 RPM, a mpousBosiHOTO ueTeHe psiako npesuinasa 100-200 IOPS nopaayu MexaHUYHHUTE
3aKbCHEHHUS TPU TO3WIIMOHMpPAHE Ha yeTsAmaTta riiaBa (seek time) M pOTalMOHHOTO 3a0aBsHE
(rotational latency). SSD ycrtpoiictBa ¢ SATA uHTepdeic TOCTUTaT NPAKTHISCKUS TpeIe Ha
unrepdeiica — oxono 550 MB/s 3a mocnegoBaTeIHO YETEHE — MPU JIECETKH M CTOTUIM XUJISIN
IOPS 3a mnpouwsBonnu omnepauun. NVMe SSD or nokonenue PCle Gen 4 mnocturar
nocienoBarenHo yerene 1o 7 000 MB/s u nmpouzBosno yereHe Hax 1 000 000 IOPS; npu PCle
Gen 5 Te3m CTOMHOCTH HapacTBar HombiaHUTENHO (Samsung Electronics, 2023). USB dmam
MaMETUTE 3aeMaT MeKIUHHA 1mo3uIus: TummaauTe Mojaenu ¢ USB 3.0 ocurypsisat 100—400 MB/s
3a MOCJIEIOBATEITHO YETeHE, HO CKOPOCTTA Ha 3alluC OOMKHOBEHO € 3HAUUTEIIHO MO-HUCKA 3apau
orpaHMuYeHusITa Ha BrpajeHus konrpoiuep (Brewer & Gill, 2008).

Peannata ckopoct Ha TpaHcdep 3aBUCHM HE caMO OT CaMOTO YCTPOMCTBO, HO H OT
usnon3Banus uatTepdetric. Jlopu Haii-0bp3uar SSD mie Ob1e orpanndeH 10 okono 35-40 MB/s
nipu cBbp3Bane upe3 USB 2.0, 3aroBa u300pbT Ha HHTEpPEIC € Hepa3AeliHa YacT OT OlleHKaTa Ha
npousBoautenHoctTa (USB Implementers Forum, 2019).

2. UnTepeiicu 3a cBbp3BaHe

WuTepdeiichT onpenens MakCUMalHaTa TEOPETUYHA MTPOMYCKATEIHA CIOCOOHOCT MEXTY
BBHIIHOTO YCTPOMCTBO M XOCT CHCTEMAaTa, a ChILO BIMSIE BbPXY JIATEHTHOCTTA U MPOTOKOJIA 32
KOMYHHKAIHSI.

USB 2.0 (Hi-Speed), BsBenen mpe3 2000 r., npeayara Teopetudna ckopoct 10 480 Mbit/s
(oxosio 60 MB/s), makap Ha MpakTHKa MPOIYyCKaTeIHAaTa CHOCOOHOCT psAAKO Aa HaaxBbpusd 30-35
MB/s 3apagu npoTtokonHo HaToBapBaHe (overhead). Benpeku orpanudeHusita cu, TOH ocTraBa
pasnpocTpaHeH OjarojapeHue Ha IbjHaTa o0paTHa ChbBMECTUMOCT U HMIMPOKATa MOAJIPBKKA OT
Hacneznenu ycrpoiictsa (USB Implementers Forum, 2019).

USB 3.0 (SuperSpeed), cranmaptuszupan mpe3 2008 r., yBennuaBa MpOMyCKaTeTHATA
crocoOHOCT aeceTokpaTtHo — A0 5 Gbit/s (okomo 625 MB/s Teopernuno, 300400 MB/s na
npaktuka). Cneasamiata pesusust USB 3.1 Gen 2 (SuperSpeed+) yasosia ckopoctta 10 10 Gbit/s,
a USB 3.2 Gen 2x2, BsBenen npe3 2017 r., noctura 20 Gbit/s upe3 aBa kanana (lanes) mo 10
Gbit/s. Bcuuku Bepcun 3ama3Bat oOpaTHa CbBMECTHMOCT, kato koHekTopbT USB Type-C craBa
sanbiokuTeneH 3a USB 3.2 Gen 2x2 (USB Implementers Forum, 2019).

SATA III (Serial ATA, peBusus 3.0) e nmpenHa3HaueH MPEIUMHO 3a BbTPELIHU JUCKOBE,
HO ce cpema u npu BbHIIHU SSD upe3 USB-SATA wmoct (bridge). Ilpomyckatennara my



crocooHoct ¢ 6 Gbit/s (okomo 600 MB/s) — mocrarbuna 3a SATA-Gasupanu SSD, HO
orpannyanaiia 3a NVMe ycrporictBa (Serial ATA International Organization, 2018).

NVMe (Non-Volatile Memory Express) € mpoToko:, mpoeKkTupas crernuaino 3a NAND
(drnam mamer, KOWTO KOMyHHKHpa nupekTHo upe3 mmHata PCI Express. 3a pasmuka ot AHCI
nporokosia npu SATA, NVMe nogaspixka 1o 65 535 onamiku ¢ no 65 536 koMaHu BCSKA, KOETO
3HAYUTEJIHO HamajsiBa JIATEHTHOCTTa M TnoBuiIaBa mapanenusMma. llpu PCle Gen 3 x4
MakcuMaiHaTa ckopoct € okojio 3 500 MB/s, pu Gen 4 x4 — no 7 000 MB/s, a npu Gen 5 x4 —
1m0 14 000 MB/s. Beammante NVMe SSD ce cBbp3Bar Haii-uecto upe3 USB 3.2 Gen 2 wiam
Thunderbolt (NVM Express, 2022).

Thunderbolt, pa3pabdoren ot Intel ceBMecTHO ¢ Apple, obequnsBa PCle u DisplayPort
nporokoyi B euH kaben. Thunderbolt 3 u 4 u3nonsear konexkrop USB Type-C u ocurypsiBat 40
Gbit/s, a Thunderbolt 5 goctura 80 Gbit/s (120 Gbit/s B pexxum Bandwidth Boost). UaTepdericst
€ TpeHa3HaueH 3a NPo(heCHOHAIHN MPHIIOKEHUS, TIPU KOUTO CE M3MCKBAa MAaKCUMallHa CKOPOCT
npu pabota ¢ BpHITHE NVMe macuBu (Intel Corporation, 2023).

Ta6auuna 1. CpaBHUTENIHA XapaKTEpUCTUKA HA OCHOBHUTE HHTep(eiicu 3a CBbp3BaHE HAa BHHIIIHU

HOCHUTCIIN

HnTepodeiic Makc. TeopeTUyHa CKOPOCT Tunu4Ha JTaT€HTHOCT Tunnana ymorpeba

USB 2.0 (Hi- USB ¢uam HaMeTH,

Speed) 480 Mbit/s (~60 MB/s) Bucoxka (ms) nepuepHA YCTPOCTBA

USB 3.0 Beumuan HDD, USB ¢mnam,

(SuperSpeed) 5 Gbit/s (~625 MB/s) CpenHa ye0 kamepu

USB 3.1 Gen 2

(SuperSpeed-+) 10 Gbit/s (~1 250 MB/s) CpenHa-HHCKA Boaumau SSD, 10k cTaHIuN
BeTpernan/BrHITHI SSD,

SATA III 6 Gbit/s (~600 MB/s) Cpenna (~100 ps) 2.5" HDD (upe3 USB mocT)

NVMe over

PCIe (Gen 4/Gen Muoro Hucka (~10-20 | BucoxomnponsBoanuTerHu

5) o 14 000 MB/s us) BBHITHU SSD
[Ipodecnonama  BBHIIHU

Thunderbolt 3/4 40 Gbit/s (~5 000 MB/s) Hucka MacCHBH, BUICO MMPOIYKIIUS

3abenedcka: Pearnume ckopocmu ca no-HUCKu om meopemuyHume nopaou npomoxoIHo namosapsaue (overhead),
Kooupaue Ha Oannume u ocpanudenus na koumpoaepa. Mzmounuyu: USB-IF (2019), NVM Express (2022), Intel
Corporation (2023), Serial ATA International Organization (2018).

3. Kanauurer ¥ NpoM3BOAUTETHOCT

[Tpu onleHkara Ha KamaruTeTa € He0OX0IUMO JIa CE OTYMTA PA3ITUKATa MEXKIY JECETHIHOTO
(GB — rurabaiit, 1 GB = 10? 6aiita) u nBonunoto (GiB — rububaiit, 1 GiB =23°=1 073 741 824
Oaiita) usmepBane. [IponsBogurenure obo3HavyaBar kananurera B GB mo gecernyHara cucrema,
JIOKaTO TMOBEYETO OIMEpaIllMoOHHU cucTeMu (M B vacTHOCT Windows) MOKa3BaT HATUYHOTO



npoctpanctBo B GiB, 0e3 u3puyHo Ja ro ykaspar. 3aToBa MoTpeOuTenuTe HabIo aBaT Mo-MalbK
»hopMaTupaH" KarmamuTeT OT peKJIaMUpaHus — IUCK ¢ eTukeT ,,500 GB" moka3Ba npuOIM3UTETHO
465 GiB. CrangaptsT 3a o3HayaBaHe ¢ jaepunupan ot IEC 80000-13 (International
Electrotechnical Commission, 2008).

IIpu SSD ycrpoiicTBara JOCTBIHUAT KallaUTET [ONBJIHUTEIHO CE HaMajsiBa OT
texnosiorusita Over-Provisioning (OP). IIpou3Bogutenute pe3epBupar omnpeneacH MPOIeHT OT
obmus kanarureT Ha NAND uyunosere (Tunuuno 7-28%) 3a BbTPEIIHU HYKIU Ha KOHTpOJepa —
HM3HOCOYCTOMYMBO pazmpeneneHue (wear leveling), chOupane Ha otnaabim (garbage collection),
KOpEKIIMS Ha TPEIIKUA M 3aMsHa Ha aedekTHu OyiokoBe. I[lo-Bucok mporeHT Over-Provisioning
nonoOpsiBa MPOU3BOJUTENIHOCTTa M JBJITOTPAHHOCTTa, OCOOEHO TMpPH MHTEH3UBEH 3alluC.
Kopnoparusaute SSD wmonenu oOukHOBeHO mpmiiaraT mno-arpecuBHo OP B cpaBHeHue c
norpedurenckure (JEDEC, 2016).

JlarentHoctra (latency) m3mepBa BpeMEeTO MEXIy IOJaBaHe Ha 3asBKa 3a JIaHHU U
nosiydaBane Ha otroBop. [Ipu HDD 14 ce ompenens OT MEXaHUYHHUTE TapaMeTpU — BPEMETO 3a
ThpceHe (seek time, TunuuHO 4—12 ms) u porarmoHHOTO 3abaBsHe (cpenno 4,17 ms mpu 7 200
RPM). IIpu SATA SSD narentnoctta Ha yereHe € okosio 50-100 us, a mpu NVMe SSD nana 1o
10-20 ps — Tpu nopsiabka no-uucko cupsimo HDD. MenHo Ta3u pa3nuka o6sicHsIBa 3a0e1eKUMO
Mo-0BP30TO 3apekIaHe HA OTNCPAIMOHHH CHCTeMH U mprioxerus ot SSD nocurenu (Micheloni
et al., 2010).

4. Hane:xaTHOCT M :KU3HEeH HUKDJI

HanexnHocTra Ha BBHIIHUTE HOCUTEIM CE€ OLEHSIBA 4pe3 HAKOJIKO CTaHAAPTU3MpaHU
nokasarens. 3a HDD ocnosen nmapamersp € MTBF (Mean Time Between Failures) — cpennoTo
BpeMe MeXAy MOBpeauTe, u3mMepBaHo B yacoBe. [lorpebutenckure HDD oOuxHOBEHO mmart
MTBF ot nopsinbka Ha 1 000 000 yaca, a kopnoparusHuTe Moaenu — 10 2 500 000 yaca. MTBF
o0aue e CTaTUCTUYECKH TI0KA3aTelN, TOIy4eH UYpe3 YCKOPEHU TECTOBE BHPXY TOJIsIMa M3BaJIKa, U HE
03Hay4aBa, Y€ KOHKPETEH TUCK Iie paboTH HENpeKbCcHATO ToiKoBa Ibaro (Schroeder & Gibson,
2007). Peannurte naHHM OT €KCIUIOATALIMATA TIOKA3BaT, Ye TOAUIIHUAT MPOoLeHT Ha noBpeaa (AFR)
npu notpeburenacku HDD Bapupa mexay 1% u 3%, karo HapacTBa YyBCTBUTEIHO CIeJ
4yeTBbpTaTa rojguHa Ha ekcrutoaranus (Backblaze, 2024).

3a SSD nagexaHocTTa ce u3MepBa ocHoBHO upe3 TBW (Total Bytes Written) u DWPD
(Drive Writes Per Day). TBW yxka3Ba 00110TO KOJIM4YeCTBO JaHHH (B TepaOaliTH), KOETO MOXe J1a
O0bne 3anucano npean u3HocBane Ha NAND kmetrkute, a DWPD moka3Ba koiko mbTH Ha JIeH
LSIUAT KanaluTeT Ha JAUcKa MoXe J1a ObJie Ipe3anucal B paMKUTE Ha TapaHIIMOHHUS MEPUOI.
Hanpumep SSD ¢ kananuter 1 TB, DWPD ot 1 u rapanuus ot 5 ronuaun uma TBW =1 TB x 365
x 5 =1 825 TB. Ilorpedutenckure SSD o6ukHoBeHo mmar DWPD ot 0,3-0,6, mokaro
koprnoparuBauTe Moaenu gocturat 3—10 DWPD (JEDEC, 2016). M3apBKIuBOCTTa 3aBUCH U OT
tuna NAND nawmer: SLC (Single-Level Cell) monacs no 100 000 ruksna 3anuc/usrpuBane, MLC
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(Multi-Level Cell) — oxosio 10 000, TLC (Triple-Level Cell) — 3 000-5 000, a QLC (Quad-Level
Cell) — oxouio 1 000 nuxbia (Micheloni et al., 2010).

Cwcrossanero Ha HDD u SSD ce nabmiomaBa upe3 texnomorusita S.M.A.R.T. (Self-
Monitoring, Analysis and Reporting Technology). Ts cienu nabop ot mapamerpu — Opoil Ha
npepasnpeaeneaute cekropu (Reallocated Sectors Count), o6mo Bpeme Ha padota (Power-On
Hours), rpemku npu uerene (Raw Read Error Rate) u temneparypa. [1pu SSD nonbinutento ce
pocieasaBat nporeHThT Ha u3HocBaHe (Wear Leveling Count), octaBammst pecypc (Percentage
Used) u obmroro konuuectBo 3anucanu ganuu (Total LBAs Written). HaBpeMeHHMST aHanu3 Ha
TE3W TIOKa3aTelM TO3BOJISIBA JIa C€ NPEIBUAM CBEHTyallHa IMOBpela W Jia ce Mpeanpuemar
MIPEBaHTHUBHU MEPKH — MPEJX BCUYKO Ch3/I1aBaHE HA PE3EPBHO KOIMUE — MPE/IM 3arydara Ha TaHHH
na crane HeoOpartuMma (Schroeder & Gibson, 2007).

[Tpu ontuanute HocuTenu (CD/DVD) HanexaHOCTTa 3aBUCH OCHOBHO OT YCJIOBHSTA Ha
cbxpanenne. PadpUYHO MpPECcOBaHHUTE AMCKOBE 3amasBar jaaHHuTe 3a 20-50 roauHu, TOKaTO
3anucBaeMute (R) u MHOTOKpaTHO 3anucBaemute (RW) umar mo-kpaTbK )KMBOT — OOMKHOBEHO 5—
15 ronuHU B 3aBUCUMOCT OT KaueCTBOTO Ha OarpujIHHUS MaTepHall U YCIOBUATA Ha ChXpaHEHUE
(Temmeparypa, Bnaxxnoct, UV uznpuBane). USB ¢uam namerure umat TUMUYEH retention time
(BpeMe Ha 3ama3BaHe Ha JaHHHUTE O0e3 3axpanBane) oT 10 no 15 rogunu mpu craiiHa TeMieparypa,
Makap TO3M CpoK Jia HamaiisiBa ¢ u3HocBaHeTo Ha NAND kuerkure (JEDEC, 2016).

2.1.3. /IpaiiBepu U CHCTEMHA HHTEIrPALIMS

3a 1a ObJ1e U3I0JI3BAHO TBIHOLEHHO, €/IHO BHHIITHO 3allaMeTsIBallo YCTPOMCTBO TpsiOBa HEe
caMo Jia MpHUTeXaBa MOIXOAAIIM XapAyepHHU MMapaMeTpu, HO U J1a Ob/ie KOPEKTHO paslo3HaTo U
o0CITy’)keHO OT oOllepallMOHHaTa cucremMa. Ha mpakTuka TO3M mpolec oOxBama TpU
B3aMMOCBBp3aHM  OOJIaCTH: JpaiiBepHaTa CBBMECTHMMOCT C KOHKpeTHara Iulatgopma,
aBTOMATUYHOTO pa3lo3HaBaHE U MOHTHpaHEe Ha ycTpoilicTBoTo (MexaHu3MbT Plug and Play) u
noAAphKKaTa Ha (QaitioBara cuctema, ¢ Koato Hocutensar € gopmarupan. Windows, Linux u
macOS noaxoxaar mo pa3iuuyeH HauMH KbM BCSIKA OT TE3U 3aJlauM, a PA3JIMKUTE Ce OTpa3sBar
MPSIKO BbPXY AOCTBIIHOCTTAa U CUTYPHOCTTA HA JaHHUTE.

1. CbBMeCTHMOCT C ONIEPANMOHHH CHCTEMH

Windows pa3unTa ri1aBHO Ha T.Hap. inbox apaiiBepu — TakKMBa, KOUTO HIBAT 3aE€/HO C
IUCTpUOYyNMsATA HA CHUCTEMaTa W HE HW3WCKBAT OTJeNHAa HWHcTamamus. Koraro morpeOurenst
cBbpke crangaptHo USB ycTpoiicTBo 3a MacoBo chxpanenue (Mass Storage Class), cucremara
aBTOMaTU4HO 3apekna yHuBepcanHus npaiiBep USBSTOR.SYS, koiito ocurypsiBa uereHe u
3anuc 6e3 nombiaHuTenHa Hameca (Microsoft, 2024a). Ako maneHO YCTPOWCTBO M3HCKBa
crienuanu3upan apaisep, Windows ro ThpcH B JIOKaIHOTO XpaHuiuine Driver Store win ro
uzrerns upe3 Windows Update. JlpaiiBepute, cepruduuupanu no nporpamara WHQL (Windows
Hardware Quality Labs), nHocaT mudpoB mnoamuc ot Microsoft — ToBa mOTBBpKIaBa
CbBMECTHUMOCTTa MM U CBHIIEBPEMEHHO BB3NPENATCTBA 3apeXkJAaHETO Ha HEMOANHMCAH WIN
MTOTEHITMATHO 3JIOBPEICH Ko Ha HUBO s1ipo (Microsoft, 2024a).
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B Linux mopapbkkara Ha Xxapiayepa ce opraHusupa upe3 mMoAyiau Ha sapoto (kernel
modules), kouTo ce 3apexnaT AMHAMUYHO IPH OTKPUBaHE Ha HOBO YycTpoicTBo. Korato
notpedurensat cebpke USB HocuTen oT kiac Mass Storage, siapoTo 3apexia MOIYJIUTE usb-
storage u sd_mod u ch37aBa CHOTBETHOTO 0JI0KOBO ycTpoiicTBo (Hampumep /dev/sdb) (The Linux
Kernel Documentation, 2024). KoopauHanusTa Ha 1eius IpoIiec ce IoeMa oT mojicucremara udev
(userspace device manager) — TS IpuxBam@a ChbOUTHATa Ha AApoTO (uevent), uaeHTHGULIKpPa
YCTPOMCTBOTO N0 aTpHOyTHTE My U IpUJIara npaBuiara, 3anucanu B /etc/udev/rules.d/. Upes te3u
MpaBWia aAIMUHUCTPATOPHT MOJKE Jia 3a/1aBa IpaBa 3a JIOCThII, Ja Ch3/1aBa CUMBOJIHU BPb3KU WIH
Jla cTapTUpa CKPUIITOBE MPH BKIIIOUBAHE HAa KOHKPETHO YCTpPOHCTBO. Bb3MOxkHOCTTA MpaBuiaTa
na ce ¢unrpupar o Vendor ID u Product ID mpeBpsbina udev B epeKTMBEH MHCTPYMEHT 3a
KOHTpPOJI Ha yCcTpolcTBara B koprioparuBHa cpena (Kroah-Hartman, 2007).

I[Ipu macOS ympaBneHnero Ha ycrpoiictBata mmHaBa mpe3 /O Kit — obektHo-
OpHUEHTHpaHa paMka, BrpajaeHa B Anporo XNU. [IpaiiBepute ca OpraHu3upaHu B Hepapxus OT
KJIACOBE, BCEKU OT KOUTO 00CIy>KBa orpesiesieH Tul xapayep. [lpu cBbp3BaHe Ha BbHILIEH HOCUTEI
cUCTeMaTra ChIIOCTaBsl CBoOWcTBaTa My, myOnukyBanu B I/O Registry, ¢ HanuunuTte npaiiBepu u
3apexxna Hai-noaxonsaums (Apple, 2023a). 3a crangaptaute USB ycTpoiicTBa 3a MacoBo
cbxpanenne macOS wusnon3Ba BrpajgeHust Apaiiep IOUSBMassStorageClass, paboremn mo
nporokoina Bulk-Only Transport. Kakto u mpu Windows, npaiiBepure OT TpETH CTPaHU MOJIekKAT
Ha 33JbJDKUTEIHO TIOJNMCBAaHE Ype3 MexaHn3Ma 3a Hotapusanus (Notarization). JlombaHuTenHa
3amuTa ocurypsiBat Secure Boot m System Integrity Protection (SIP), BeBenenu ¢ Bepcus 10.13
(High Sierra), kouTo orpannuaBaT 3apeXJaHETO HA HETIOANMCAH KO B apoTo (Apple, 2023a).

2. IIpouec Ha pasno3HaBane u MmoHTupane (Plug and Play)

Texnonoruara Plug and Play (PnP) naBa BB3MOXXHOCT Ha OIEpalMOHHATa CHUCTEMa
aBTOMaTMYHO Ja pa3lo3Hae U KOH(UIypHpa HOBOCBBP3aHO mepudepHo ycTpoicTto. Ilpu
BKitouBane Ha USB Hocuten npotuua T.Hap. USB enumeration: XocT KOHTPOJIEPHT pErucTpUpa
eJIEKTpUYecKa MpoMsiHa Ha MOpTa, HyJIHpa yCTPOWCTBOTO, IPHUCBOSBA My YHHUKAJEH aJipec Ha
IIMHATA U TOCJIeI0OBATEIIHO TPoUnTa HeroBuTe Aeckpunrtopu — Device Descriptor, Configuration
Descriptor, Interface Descriptor u Endpoint Descriptor. Ot Device Descriptor oneparimonsara
cuctema u3enuda Vendor ID (VID), Product ID (PID), knaca Ha ycTpoiicTBoTO, Bepcusita Ha USB
MPOTOKOJIa U MakCHUMajHaTa KoHCcyMmupaHa MoinHocT. KomOunamusra VID/PID e tasu, kosTo
orpenens Koil npaiiBep na 0b1e 3apeaeH (USB Implementers Forum, 2019).

Crnen ycmeninara eHyMepanus cucTemaTa MOHTHpa (haiiyioBaTa CUCTEMA Ha YCTPOMCTBOTO
u 4 npepocTans Ha notpedurens. [Ipu Windows nporiechT € H31710 aBTOMaTHYEH — YCTPOMCTBOTO
nomyyaBa OykBa Ha ns (drive letter) m HezaGaBHO ce mosBsiBa B Explorer. JlombaHuUTETHO
yIpaBlieHUE € TOCTBITHO upe3 KoH3osaTa Disk Management (diskmgmt.msc), oTkbeTo Morar aa
ce MpOMEHSAT OyKBUTE Ha JIJI0BETE, J1a ce popMaThpa UITH J1a ce Ch3/1aBaT HOBH JstoBe (Microsoft,
2024b). B Linux MOHTHUpaHETO MOXe J1a ObJie KakTo aBToMatu4Ho (upe3 udisks2 u rpapuunara
cpena), Taka ¥ pbuHO — Ype3 KoMaH1aTa mount:
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sudo mount /dev/sdb1 /mnt/usb 3aKayaHe C aBTOMAaTH4HO pasno3HaBane Ha OC

sudo mount -t ntfs-3g /dev/sdbl /mnt/usb n3puyHo yka3Bane Ha NTFS upe3 NTFS-3G
sudo mount -t exfat /dev/sdbl /mnt/usb 3akauane Ha exFAT msn
sudo umount /mnt/usb OTKa4yaHe npean GU3NIeCKo H3BAKIAHE

Baxkna crTblka, KOATO HEpSAKO C€ TOJUEHsBA, € O0e30IacHOTO IpeMaxBaHE Ha
ycrpoiictBoTo (safe eject). Tst rapanTupa, ye BCUUYKHM YaKalld OINEpaIlMy 1O 3amuc Ie ObaaT
3apppuicHH (flush Ha Oydepurte), npenu HocuTenar na ovae Gusndecku usBaneH. [lpu daitiosu
cucTeMu 0e3 XKYpHAJIUHI TPOIYCKAaHETO Ha Ta3W MpOIeAypa JIECHO MOXKE Ja IMpeau3BUKa
Kopynuus Ha naHaute (Tanenbaum & Bos, 2015).

3. ®aiij1oBM cUCTEMHU

daiinoBaTa CHUCTEMA, C KOATO € (1)OpM8.TI/IpaH JaACH BBHIICH HOCHUTCI, IMPCAOIIPCACIIA
KaKTO CBBMECTUMOCTTAa MY C Pa3JIMYHU OIICPAIUOHHHU CUCTCMH, TdKa W BB3MOKHOCTUTC 3a
3a1uTa, XXypHaJIupaHe U KOHTPOJI Ha AOCThIIA A0 3allMCAHUTEC JaHHU.

FAT32 (File Allocation Table, 32-bit) ocraBa enHa oT Haif-yHUBEPCATHO MOAAbPKAHUTE
¢aitnoBu cucreMn — T pabOTH HAa MPAKTUYECKHA BCSIKA CHhBPEMEHHA ONEpallMOHHA CHCTEMA,
BIPAJICHO YCTPOMCTBO MM MyJATHMeAMEH Iuieibp. ToBa obaue uaBa ¢ M3BECTHH KOMIIPOMUCH:
MaKCUMAaJTHUAT pa3Mep Ha eJUHUYeH Qaiin e orpannder 1o 4 GB, a Ha nsan — o 2 TB npu 512-
6aiitoBu cekropu (Microsoft, 2024c). Jluncara Ha )KypHaJIUHT, COMCHIM 32 KOHTPOJI HA JOCTbHIIA
(ACL) u xpunThpaHe Ha HUBO (haiiioBa cucTeMa O3HayaBa, Y€ BCEKU C (PU3UYECKU JOCTBII A0
HOCHUTENSI MOXe Oe3NpersTCTBEHO Ja deTre W mpomeHs dainoere. Bonpeku te3u crmaboctu
FAT32 cu ocraBa mpennountad ¢opmat 3a USB ¢uam nametn u SD xapTu uMEHHO 3apaau
LIMPOKaTa CbBMECTUMOCT.

NTFS (New Technology File System) e ocHoBHaTta ¢aitioBa cucrema B Windows,
Cbh3/1aJIeHa C aKIEHT BbPXY HaJEXKIHOCTTa M KOHTPOJa Ha JocThia. [[poMeHuTe B MeTalaHHUTE
ce 3amucBar B XypHan (log), mpeau na ObAaT NpHIIOKEHU (PAKTUUYECKH — IPU HEOYAKBAHO
IIPEKBCBAHE HA 3aXPaHBAHETO CUCTEMATa MOXKE aBTOMAaTUYHO /1a Bb3CTAHOBU KOHCUCTEHTHOCTTA
cu (Microsoft, 2024c¢). Ocsen xypHanunra NTFS npeniara mbJIHOLIEHHU CIIUCHIM 32 KOHTPOJ Ha
noctbna (ACL), kpuntupane Ha HUBO ¢aiin u qupektopus upe3 EFS (Encrypting File System),
KOMITpeCHsl Ha JIaHHU M KBOTH 3a IUCKOBO npoctpaHcTBo. Koraro NTFS dopmarupan Hocuren ce
M3MOMI3Ba B cpena Ha Linux, HocThIbT OOWMKHOBEHO MHuHaBa mipe3 apaiiBepa NTFS-3G,
peanu3upan B oTpeOuTenckoro npoctpanctBo upe3 FUSE — Toii ocurypsiBa mbJIHOIEHHO YeTEeHe
U 3aITUC, MaKap M C MO-HUCKA TPOU3BOAUTEIHOCT CIIPSIMO HaTHBHATa pabota B Windows. B siapoTto
Ha Linux, cuutaHo ot Bepcus 5.15 Hacam, e BkiroueH u HoBusaT NTFS3 npaiiBep ¢ HaTuBHA
noaapbikka (Paragon Software, 2021).
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exFAT (Extended File Allocation Table) e paspaborena or Microsoft karo mo-
chBpeMeHHa antepHatuBa Ha FAT32, HacodyeHa crneruanHo KbM (pyiamn mamMeTd ¥ MPEeHOCUMU
Hocutenu. C Hes ornana orpanudeHreto ot 4 GB 3a equnudeH (aityl, a MAKCUMAHHUAT pa3Mep
Ha jsu1 gocrura 128 PB. Bmecto FAT Bepura 3a mpociensBane Ha CBOOOJHOTO MPOCTPAHCTBO
exFAT u3nomn3sa bitmap, KoeTo HaMaIsiBa U3MUIIHUTE OTEPAIUH TI0 3aIHC U € MO-TIOAXO0AIIO 3a
¢mam HocuTenu (Microsoft, 2024c). IIpe3 2019 r. Microsoft my6aukyBa crnienupukanusaTa KaTo
OTBOPEHA, a CKOPO CJIe]l TOBA Ts Oelle BKIFOYEHAa HATHUBHO B sAApoTOo Ha Linux (oT Bepcus 5.4).
Cnabarta crpana Ha exFAT e, ye mogoono Ha FAT32 He pa3nonara ¢ xxypHanuar u ACL — npu
BHE3AITHO MPEeKbCBAHE HA 3aXPAHBAHETO PUCKBT OT KOPYIIIMS HA JaHHUTE € peasieH, a KOHTPOIbT
Ha JIOCThIIa OCTaBa U3IISUI0 OTTOBOPHOCT HA OTNEPAllMOHHATA CUCTEMA.

ext4 (Fourth Extended Filesystem) e ¢aiinoBara cucrema 1o nojapasOupaHe B IOBEYETO
muctpuOynuu Ha Linux. HelHUAT )KypHamuHr Moxe Aa paboTu B TpU pekuma: journal (IrbJHO
KypHaJHpaHe Ha JaHHU U MeTalaHHu ), ordered (KypHaiupaHe caMo Ha METa/IaHHU, KaToO JaHHUTE
Cce 3ammcBar npeau Ts1x) u writeback (KypHaimpaHe caMo Ha MeTaJlaHHU 0e3 rapaHIus 3a peaa Ha
3anucBane). Kontponst Ha goctema ciensa POSIX monena (owner/group/others ¢ paspemieHust
read/write/execute), KaTo JOMBIHUTETHO C€ MOAIbpXKAT pasmupenu atpulytu (xattr) u ACL
(Ts’0, 2010). MakcumanauAT pa3mep Ha daiin qoctura 16 TB, a Ha nsnara daitnosa cucrema — 1
EB npu 4 KB 6yiokoBe. 3a BhHIIIEH HOCUTEN ext4 € pasyMeH H300p, KOraTo yCTPOHCTBOTO e
paboTtu ocHOBHO ¢ Linux, Thi kaTo HaTUBHA MO IPHkKa B Windows 1 macOS He chiiecTByBa 63
JOITBITHUTENIEH codTyep.

APFS (Apple File System) e cpBpeMenHata (aiiioBa cuctema Ha Apple, BbBefeHa ¢
macOS High Sierra (10.13) mpe3 2017 r. IIpoektupana ¢ muchbia 3a ¢aamr u SSD Hocurenu, T4
npesuiara BrpajieHo kpuntupade (AES-128 nmn AES-256 B pexum XTS), MOMEHTaTH CHUMKH
(snapshots), koHHpaHe Ha (aiiyioBe 10 MPUHIIMIIA COPY-ON-Write U CIIOJIENIsIHE Ha MPOCTPAHCTBO
MEXJIy MHOXECTBO ToMoBe (space sharing). Llemoctra Ha JaHHUTE ce€ OCUTYpsBa 4Ype3
KypHaJIMpaHe Ha MeTaJaHHUTe U KOHTposiHu cymu (Apple, 2023b). M3BbH ekocuctemara Ha
Apple obaue nogapwxkata € orpanudeHa — B Windows u Linux noctensT g0 APFS nsmnose e
BB3MOKEH €MHCTBEHO 4pe3 copTyep Ha TPETH CTPaHH U IO IMPABUIIO OCTABA B PEKUM CaMO 3a
YeTeHe.

N360pbT Ha (aitnoBa cucreMa 3a BBHIIEH HOCHUTEN BMHaru € kommpomwuc. Koraro e
Heo0X0/1MMa MaKCHMallHa IpeHOoCUMOCT Mexay Iuatdopmu, eXFAT e Haill-y1OOHUAT BapHaHT,
Makap U 0e3 )KypHAJIMHT U KOHTPOJI Ha JjocThla. B cpenu, B kouto curypHocrtra e Bojema, NTFS
u ext4 ocurypsiBaT KakTo KypHaiaupane, Taka 1 ACL, a B pamkuTe Ha ekocuctemara Ha Apple
APFS nombiiBa T€31 MEXaHU3MU C BIPAJICHO KPUNITHPAHE U 3aIKATA HA IIEJI0CTTa HA JaHHUTE.

2.1.4. CpaBHUTEJIeH aHAJIU3

I/I360p’bT Ha MoAX0o44A110 BbHIITHO 3al1aMETABAIIO yCTpOﬁCTBO npearnojara CMiCTCMaTu4Ha
CBhIIOCTAaBKa HAa HAJIMYHUTEC TEXHOJIOTHU IO HAKOJIKO OCHOBHU KPUTCPHA: KAITAIUTET, CKOPOCT Ha
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TpaHcdep, LieHa 3a rurabaiT, MOOWUIHOCT, HAAEXKIHOCT W TUIHUYHO mpuioxkeHue. llerre
Kateropuu BbHIIHU HOocuTenu — USB ¢mam nameru, BpHIIEE SSD, BHHITHM HDD, SD kapTtu u
CD/DVD — ce paznuuaBar ChIIECTBEHO IO TE3HW MapaMETPH M BCAKA OT TSIX MMa XapaKTepHU
CWIHH U cllabu cTtpaHu. [laHHWTE MO-10JIy ce 0a3upar Ha Ma3apHH MPOYYBAHHS, TEXHHUECKU
OCHUMapKOBE U MOTPEOUTENICKU U3CIeaBaHus OT mepuoaa 20222025 r.

Tabampna 2. CpaBHUTEIHAa XapaKTEpPUCTUKA HA OCHOBHUTE THUIIOBE BBHILHU 3alamMeTsBallli

yCTpOWCTBa
XapaKTepucTHKa USB Flash Drive =~ Bpamren SSD Beamen HDD ~ SD kapra CD/DVD
Kananurer 16GB-1TB 250GB-4TB | 1 TB-20TB 16 GB-1TB ;050(1;/][3]3 B
500-2000
CKOpOCT YeTeHe 100400 MB/s MB/s 80-160 MB/s 90-300 MB/s 1.2-22 MB/s
Llena/GB 0.05-0.15 € 0.07-0.12 € 0.02-0.04 € 0.08-0.20 € 0.01-0.03 €
MobumHoCT MHoro Bucoka Bucoka Cpenna Mpmuoro Bucoka = Hwucka
Bucoka (5-10 | CPeAH Cpema (5-10 | Bricoka (20
ucoka (5— Ha (5— HCOK: —
Hanexmaoct Cpenna (5-10T.) Bucoka (MTBF pbe
r.) r.) 100 r.)
~1M 1.)
Hpve Hoe Buneo/cHuMKH, Kawmepn,
Tunuuna (hatiose, ApxuBHpase, ApXxuBHpaHe,
0Bp30 cMapTQoHH,
ynotpeba bootable NAS, backup TUCTPUOYTINS
apXuBHpaHe IoT
HOCHTENN

3abenexcka: Cmounocmume 3a yena/GB ompaszsieam cpeonu nazapuu yenu 3a Eepona kem emopomo mpumeceuue
Ha 2024 2. u ca opuenmuposvynu. Ckopocmume ce OMmHACAM 00 NOCIe008AMENHO YemeHe NPu munuyer unmepgetic.
Haoeaconocmma e 0bobwena oyenxa, bazupana na TBW, MTBF u retention time. Mzmounuyu: Statista (2024), Tom's
Hardware (2024), Samsung Electronics (2023), Backblaze (2024), SD Association (2023).

1. llpeanuMcTBa M HEAOCTATHIM HA PA3JIMYHUTE BUAOBE
a. USB Flash Drive

USB ¢umam mamernte chyeTaBaT BHCOKA IMOPTATHBHOCT C JOCTAaThYCH KaranmuTeT —
YCTPOWCTBO C TEIJIO OT HAKOJIKO rpama mobwpa no 1 TB mannm m ce mobupa B KOO WM
KIoyoabpkaten. Te paboTAT ¢ MPaKTUYECKH BCUYKH OINEPALMOHHU CHUCTEMH U YCTPOWCTBA,
noabpskamy USB nopt, koeTo ru npaBu y100HO cpeAcTBO 3a 0bp3 0OMeH Ha (aiinose. [Ipu USB
3.1 unu 3.2 uHTepdeiic ChBpeMEHHUTE MOJENN TOCTUTAT CKOPOCTH Ha IOCIIEI0BATEIHO YETEHE
ot 300400 MB/s — noctarbuHo 32 moBeueTo norpedurencku cueHapuu (Tom's Hardware, 2024).

OrpannueHnusTa uMm obade He OuBa na ce nmosieHsBar. CKopocTTa Ha 3armic OOMKHOBEHO €
2 710 5 BT TO-HUCKA OT YETEHETO TOpajd TMO-ONMPOCTEHHUS KOHTPOJEpP B CPaBHEHHE C
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neiaHoneHHuTe SSD. M3npexkauBoctTa HAa NAND kierkure (Haii-uecto TLC wim QLC) HamansiBa
IIPY MHTEH3MBEH 3aIlUC, a MAIKUAT PU3UUYECKH pa3Mep yBelInyaBa pucka oT 3ary0a min Kkpaxoa —
mpo0GJieM ¢ peaHu MOCJEeIUIIM 3a CUTYPHOCTTa B KopropatuBHa cpena. Cropen mpoyuBaHe Ha
Ponemon Institute (2016) oxomo 22 % ot anketupanute ca 3aryounmum USB ycTpoiicTBo,
ChIBPIKAIIO YyBCTBUTEITHA HH(DOPMAIIHSL.

0. Boumen SSD

Bbamanre SSD ycrpoiictBa mpenmiarar Hai-goOpus OajaHC MEXIYy CKOpOCT |
mooOmtHOCT. C NVMe npotokos u USB 3.2 Gen 2 unu Thunderbolt uatepdetic Te qocturar 1 000
1o 2 000 MB/s mocnenoBatenHno 4erene, T.e. 10 10 mbTu moBede ot BeHIIHUTE HDD (Tom's
Hardware, 2024). Jluncarta Ha IBWXEIM C€ YaCTH TY MPaBH YCTOWYMBU Ha yJIapyu U BHOpaLuu —
MTOBEYETO MOJIETU H3IbPKaT CBOOOHO MajgaHe OT BucoumHa 0 2 merpa (Samsung Electronics,
2023). Tuxata paboTa ¥ HHCKaTa KOHCyMallds Ha €HEPrHs ca JOMBJIHUTEIHO IPEIUMCTBO,
0co0eHO mpu padboTa ¢ JanToIl Ha OaTepwHs.

OCHOBHMSAT HEIOCTaThK OCTaBa lieHATa — Makap M HaMajsBamia, T € 2 10 3 ObTH MO-
BHcoKa oT Ta3u Ha HDD nipu ennakbB kanauteT (Statista, 2024). MakCUMaTHUAT JOCTBIICH 00eM
pU MOTPEOUTENCKUTE MOJENH OOMKHOBeHO He HaaxBbpis 4 TB, mokaro HDD pmckoBete
npeiaratr g0 20 TB. Ilpu mpombiokuTeNneH MHTEH3UBEH 3alMC HSAKOM MOJEIH ITOHMKABAT
ckopoctTa nopaau uzuepnsane Ha SLC kema (thermal throttling u cache exhaustion), koeto e
CBILIECTBEHO MPH MpodecroHaTHa padboTa ¢ ToJIeMU 00EMH TaHHHU.

B. Bbumien HDD

TBbpANTE UCKOBE C MArHUTEH 3aITUC BOJAT 110 ChOTHOIIEHUE KananureT—lieHa. [1pu eaqsa
0,02-0,04 €/GB BbHmien HDD ot 4 1o 8 TB ocurypsBa MKOHOMUYHO ChbXpaHEHHE Ha TOJIEMU
apX¥BH — JINYHU KOJICKIMH, MEIIMIHN OMOIMOTEKH, TBITHU PE3EPBHU KOMHS Ha CHCTEMH. JlaHHHTE
ot npoyuBaneto Ha Backblaze Bepxy nan 250 000 gucka moka3BaT TOAMIIIHA YECTOTA HA TOBPEIU
(AFR — Annualized Failure Rate) ot okomno 1,7 % 3a 2023 r., KoeTo NOTBBpPKIaBa MpHEeMIIMBaTa
Ha/IeXK/THOCT Ha ChbBPEMEHHHTE MOJIENH NpH cTaioHapHa ynorpeba (Backblaze, 2024).

OrpannueHuATa NPOU3THYAT OT MEXaHW4YHAaTa KOHCTpyKuus. IlocnenoBarenHute
ckopoctH oT 80—160 MB/s 1 oco6eHo HUCKaTa MPOU3BOAUTEIHOCT ITPH MPOU3BOJIEH J0CTHII (~100
IOPS) npasst HDD Henoaxozsi 3a 3a1auu ¢ HyK/J1a OT Obp3 OTKJIMK — peJaKTUpaHe Ha BUJIEO,
BUPTyaJIN3alusl WM CTApTUPAHE HA MPUIOKEHHS] OT BBHIIHUS AUCK. Du3nyeckara ysa3BUMOCT
KbM yJapH U BUOpallMM OCTaBa PUCK IPHU TPAHCIIOPTUPAHE, a MO-TOJIMOTO TETJIO0 U pa3MepHu B
cpaBHeHUe chC SSD HamansaBaT MOOMITHOCTTA.

r. SD kapra

SD kapTtute ca He3aMEHHMMH B €KOCHCTeMaTa Ha MOOWJIHHUTE W BrPaJeHH YCTPOMICTBA.
Texnusar munuatioped ¢opMm daxtop (microSD ¢ pazmepu ensa 15 x 11 x 1 mm) no3BosiBa
MHTEerpanus B cMapTdoHH, eKIIbH KamepH, apoHoBe U [oT cenzopu. Crnenudukannnre UHS-II
ocurypssar ckopoctu A0 312 MB/s, nocraTrbunu 3a 3anuc Ha 4K Buzeo, a kimacst V90 rapantupa
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HEMpeKbCHAT MOTOK OT AaHHU 3a 8K chabpikanue. Huckata koHCymanusi Ha €Heprus Ty MpaBu
ujeanHu 3a 6aTepuitHO 3aXpaHBaHU yCTPOUCTBA.

Henocrarpuure Ha SD KapTHTE BKIIOYBAT MO-BHCOKA IIEHA 3a TMrabalT B CpaBHEHHUE C
HDD u USB ¢nam mameTute, 0COOSHO MPH MOJECIUTE C BUCOK KJIaC Ha CKOPOCT. MUHHUATIOPHUTE
pasMepu, Makap M TMPEIUMCTBO OT TJeJHAa TOYKAa Ha MOOMIIHOCTTA, YBEIMYaBaT pPHUCKa OT
¢busnuecka 3aryoa. M3apbmxKIMBOCTTa IpU MPOABIKUTEICH HHTEH3UBEH 3aIMC € MO-HUCKA OT Ta3u
Ha bJIHOIIEHHUTE SSD yCcTpoiicTBa mopaau Mo-onpoCcTeHUs KOHTposiep u aurcara Ha DRAM ke
B noBeyeTo Mozenu. OCBeH TOBAa HE BCUYKM CHBPEMEHHH JIANTONM W HACTOJHU KOMITIOTPU
pasnonarar ¢ Brpajes SD derel, KOETO Hajlara u3MoJ3BaHETO HA BBHILIECH aJanTep.

a. CD/DVD nocurean

OnTuyHUTE HOCUTETW TMPUTEkKABAT YHHUKATHO TMPEAMMCTBO B KOHTEKCTa Ha
IBJITOTPAMHOTO apXWBUPAHE — MPHU MPaBUIHO ChXpaHeHHE (HAOPUYHO MPECOBAHHMTE TUCKOBE
Morar aa 3anasat gaaaute 3a 50 7o 100 roguamn. Write-once xapakrepuctukara Ha CD-R u DVD-
R nuckoBeTre rapaHThpa, Y€ BEIHBXK 3allMCAHWTE JaHHU HE MOTar Jia ObJaT NMPOMEHEHU WIIH
3apa3eHu ChC 3I0BpeieH cohTyep, KOETO T MPaBU OCOOEHO IIEHHH 33 HHCTUTYIIMOHAIHUA apXUBU
Y MEJUIIMHCKH 3amnucu. [{enata Ha eIMHUYEH IMCK € MPEeHeOPEeKUMO HUCKA, a CTaHJapTU3aLUATa
o ISO/IEC ocurypsiBa riiob6aiHa CbBMECTUMOCT.

Ot gpyra cTpaHa, ONTUYHUTE HOCUTENIN CTPAAAT OT CEPUO3HU OIPAaHUYEHHUS 11O KallaluTeT
(mo 8.5 GB 3a nBycnoern DVD) u U3KITIOYUTETHO HUCKU CKOPOCTHU HA 3aIlUC U YETEHE B CPABHEHUE
C BCUYKHU OCTaHaNIM Kareropuu. PuznueckaTa YyIIMBOCT U YyBCTBUTEIHOCTTA KbM HAJpPACKBAHE,
npax U UV uznbpuBaHe NpaBAT CbXPAaHEHUETO UM JIEIMKATHO. TeHAeHIUATa KbM IIPEMaxBaHe HA
ONTUYHUTE YCTPONCTBA OT CHBPEMEHHHTE JANTONU W yNTpaOyIy JOMBIHUTEIHO OTpaHUYaBa
IpakTU4eckara UM npuioxkumoct. [IpoyuBane Ha Statista (2024) nmoka3Ba, ye masapbT Ha
3aruCBaly ONITUYHU YCTporcTBa € HaMassil ¢ Hax 80% cropsimo muka cu ot 2010 .

2. Cuenapuu Ha ynorpeda crnope/ Hy:KIuTe

N300pbT Ha BBHHIIIEH HOCUTEN HE € YHUBEPCAJICH — TOW 3aBUCH OT KOHKPETHUS CIEHApUH,
B KOHTO YCTPOMCTBOTO 111e OBb€ U3MOI3BAHO.

3a MacoBO apXHBHUpaHE M IBITOCPOUYHO ChXpaHEHUE Hal-moaxoasml € BpHIHUIT HDD.
HeroBusar Bucok kananuteT (10 20 TB) u Huckarta 1ieHa 3a TurabaiT ro mpaBsT ONTHMAaJIEH 3a
chb3gaBaHe Ha MbIHU pe3epBHU Konus (full backups) Ha cuctemu u MmyaTUMenUtHN Koekiuu. B
komOunammsi ¢ NAS (Network Attached Storage) yctpoiictBo, HDD nuckoBeTe ocurypsiBat
MpexoB gocTbll U RAID 3amuTa 3a 1ONBbIHUTENHA HAIEKAHOCT.

3a pabora ¢ roimemu (aioBe M HyX Ja OT BHCOKAa CKOpPOCT BBHIIHUAT SSD e
6esantepHaruBeH. [Ipodecuonanucture B o6nacTra Ha BUACONPOAYKIUATA, TpadUUHUS TU3aliH
u codryepHara pa3zpaboTKa ce BB3IOJI3BAT OT CKOpocTuTe, HaaxBbpismu 1 000 MB/s, 3a
penaktupane Ha 4K/8K Bu€0 TUPEKTHO OT BHHIIHUS HOCUTEI, 32 BUPTYyaJIHU MAIIUHU U 32 ObP30
pasrpbpilane Ha paboTHa cpera mpu mbeTyBaHe. [IpoyuBanmsi Ha Tom's Hardware (2024)
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MOTBBPK1aBar, ye BbHIIHUTE NVMe SSD ycrporictBa nocturar 10 90% OT npou3BOAUTETHOCTTA
Ha BbTpemieH SSD npu cbp3Bane upe3 Thunderbolt.

3a exenHEeBEH NpeHoC Ha (aiiinoBe U Obp3a pasMsHa Ha naHHM USB duam mamerute
OCTaBaT HaW-NMPAKTUYHOTO pelIeHHE. TeXHUSAT KOMIIAKTEH pa3Mep, HUCKA LI€Ha U YHUBepcaaHa
CbBMECTUMOCT TU TMpPaBAT MPEANOYUTAH H300p 3a MPEHOC HA JOKYMEHTH, MPE3CHTAUUU U
copTyepHH HWHCTAIATOPU MEXKIYy KOMITIOTpH. 3a KOpHopaTHBHa ymnorpeba ce MpenopbuBaT
Mozenu ¢ xapayepHo kpuntupane (AES-256), kouto mpenmasBar JaHHUTE NMpU 3aryda wiH
Kpax0a Ha yCTPOHCTBOTO.

3a MoOmiHHU ycTpoiicTBa, ¢ororpadus u Buiaeo3anuc SD KapTHTe ca CTaHAAPTHUST
Hocuten. PororpaduTe U BUACOONEPATOPUTE PA3UUTAT HA BUCOKOCKOPOCTHHU KapTH ¢ Kiac V30
win V60 3a HempeKbCHAT 3alMC Ha BHCOKOKAYeCTBEHO ChABP)KaHME, a MOTPEOUTENUTE Ha
CMapT(l)OHI/I ' U3IO0JI3BAT 3a pasmiMpsABAHC HA BbTPCIIHATA ITaMCT. BbB BIrpaacHUTC CUCTEMHU U
IoT ycrpoiicTBara microSD kapTuTe City’kaT KaTo OCHOBEH HOCHUTEN 3a (bpMyep U ONEepaTUBHU
TaHHU.

3a nuctpuOyuusa Ha codTyep, HHCTUTYIIMOHATHO apXUBUPAHE U Write-once ChXpaHEeHUe
CD/DVD wHocurenute 3ama3BaT CBOSTa HHINA. [[bpKaBHUTE WHCTUTYIUH W MEIUIIUHCKHUTE
3aBeICHUS MTPOIBHKABAT /1a TH M3MOJ3BAT 332 apXUBUPAHE HA IOKYMEHTAIIUS C PABHO 3HAUYCHHE,
KbJIETO HEW3MEHSEMOCTTAa Ha 3aluca € HOPMaTMBHO M3UCKBaHe. B oOpa3oBarennaTta cpena
ONITUYHUTE HOCHUTEIW CE IMpUIaraT 3a paslpoCTpaHCHHE Ha y4eOHH MaTepHalid U co(TyepHU
JIMIICH3W B PETHOHU C OTPAHUYCH UHTEPHET JOCTHII.

Bceekn THN BBHIIEH HOCUTEI 3aeMa ONpejeNieHa HHUIIA, ONpe/ielieHa OT OajaHca MEXIy
TEXHUYECKUTE MY XapaKTepPUCTHKH U U3UCKBaHMTA Ha moTpeduTens. He chiecTByBa €IMHCTBEH
,,Hall-1oOBp" HOCUTEN — ONTUMATHUAT U300p € QYHKIMSA HAa KOHKPETHUTE HYXKIH 110 OTHOIIEHHE
Ha KamamuTeT, CKOPOCT, MOOMJIHOCT, LleHa M curypHocT. Ilo3HaBaHeTO Ha mpeaumcTBaTra u
OTrpaHMYEHUSITA Ha BCSIKA TEXHOJIOTHS MO3BOJIsIBA MH()OPMHUPAHO pElIeHHEe, KOETO MUHUMHU3HpA
PUCKOBETE U MaKCUMU3HUpa €(EeKTUBHOCTTA Ha YIPABICHUETO HAa JaHHHU.

3. IPAKTUYECKA YACT

Teopernunata pamka, U3rpajeHa B paszaen 2.1, oyepTaBa TEXHOJIOTMYHHUTE OCHOBU Ha
BBHIIIHUTE 3allaMeTsABAlM YCTPOWCTBA — BHJIOBE, XapaKTePUCTUKU, MHTepdeiicn u dailnou
cucremu. [lpakTHueckaTa wyacT mpeHacs (oOKyca KbM peaHUTE 3alljlaXd, CBBp3aHH C
M3IIOJI3BAHETO HA TE€3H YCTPOMCTBA, M KbM KOHKPETHUTE TEXHUYECKH M OPTaHU3aIMOHHU MEPKH
3a TSXHOTO yNpaBieHHe. AHAJIU3bT ClIe[Ba JOrMKaTa Ha paMKara 3a ynpasieHue Ha pucka (Risk
Management Framework) cerimacuo NIST SP 800-37 (NIST, 2018) u npuHIMnuTe HAa CUCTEMATa
3a ympaBieHue Ha uHpopmarmonHata curypaoct (ISMS) o ISO/IEC 27001 (ISO/IEC, 2022).
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3.1. AHa/Iu3 HA PUCKOBeTE NMPH yIPaBJeHNEe HA BbHIIIHU HOCUTEJIHU

VYnpaBieHneTo Ha pUCKOBETE, CBbP3aHH C BHILIHUTE 3allaMeTsBaIlLU yCTPONUCTBA, U3UCKBA
CHCTEMAaTUYHO WACHTU(UIMPAHE, OIEHKa W TPETUpaHe Ha 3alilaXxuTe, KOUTO MOraT ja
KOMIIPOMETHUPAT MOBEPUTEITHOCTTA, [IEJIOCTTA U HaMYHOCTTa Ha AanHute. Crangaptst ISO/IEC
27005 (ISO/IEC, 2022b) nedunmpa prcka KaTo KOMOWHAIMS OT BEPOATHOCT 32 HACTHIIBAHE HA
HEXXEJTaHO CHOUTHE U TEXKECT Ha MOCIEIUIMTE OT HEro. B KOHTEKCTa Ha BHHIIHUTE HOCHTEIH
PHUCKOBETE Ce TpynHpaT B IIET OCHOBHHU KaTETOPHH: (PM3MUECKU OBPEIN U MEXaHUUHU Je(eKTH,
3aIlIaxy OT 3JI0BpezieH codTyep, 3aryda Ha JaHHU, HEOTOPU3UPAH JAOCTHII U YOBEIIKH (DAKTOP.

1. ®u3nyecKy NOBpeaUd U MeXaHUYHU AedeKTn

BbHIIHUTE HOCHUTENM Ca U3JI0’KEHU Ha IIUPOK CIEKTHP OT (PU3UUECKU Bb3ACUCTBUSL, KOUTO
Morar Jia IoBear 0 4YaCTUYHA WK I'bJIHA 3ary0a Ha naHHu. [Ipu HDD ycrpoiicTBaTa OCHOBHUST
PHUCKOB (haKTOp € KOHTAKThT MEXIY UeTsInara riapa u MarautHara mactuna (head crash), xoiito
MoOKe aa ObJie MpeJu3BUKaH OT yAap, BUOpalus WM BHE3AIHO NMPEKbCBAHE HA 3aXPaHBAHETO.
Onam-6azupanute yctpoiictea (USB, SSD, SD kaptu) ca mo-ycroilunmBH Ha MEXaHUYHU
BB3/ICHCTBUS, HO OCTABAT YSI3BUMHU KbM €KCTPEMHU TEMIIEPATYpPH, CTATUYHO estekTpuyecTBo (ESD
— Electrostatic Discharge) u Bnara. Ontuunute Hocutenu (CD/DVD) ca uyBCTBUTENHU KbM
HajpackBane, UV m3impuBane u nedopmanus mpu Bucoku temmepatypu (Mueller, 2015).
BeposiTHOCTTa OT pr3MuecKka NMoBpeia € CpeaHa 10 BUCOKa MPH MOOMITHA ynoTpeda 1 HUCKA IPH
CTallMOHAPHO ChXPAaHEHHUE, a BH3ACHCTBUETO BapHpa OT YAaCTHYHA JErpajalus Ha JAHHUTE 10
II'bJIHA HEPAOOTOCTIOCOOHOCT HA YCTPONCTBOTO.

2. 3anuaxum ot 310BpeneH copryep (Malware, Ransomware)

BbHIIHMTE HOCUTENM ca €IMH OT KJIAaCHUYECKUTE BEKTOPH 3a PA3NPOCTPAHEHUE Ha
370BpeleH copTyep. MexaHu3mMbT Ha 3apa3siBaHE BKIJIIOYBA HSKOJIKO MOAXOJAA: aBTOMATUYHO
M3IBJIHEHHUE Ha 3JI0BpEeH Ko 4pe3 gpyHkiuara AutoRun/AutoPlay (oco6eno pasmpoctpaHeHo
pu no-crapu Bepcuu Ha Windows), MackupaHe Ha U3IIBJIHUMHU (aillioBe KaTo TOKyYMEHTH 4pe3
MpOMsSHAa Ha MKOHUTE U pa3UIMpPEHUsiTa, eKclyoarupaHe Ha ys3BumoctTd B USB crexa Ha
ornepaunoHHaTa cucrema (T.Hap. BadUSB araku, npu xouro ¢pbspmyepsT Ha USB KoHTpoOsepa e
MoIuGUIMpaH), KaKTO U 3apa3sBaHe 4Ype3 CKPUTU JI0BE WM boot cekropu. PaHCbMyepbT
IpeJCTaBIsIBa 0COOEHO OMacHa Pa3HOBUAHOCT, Thil KaTo KpUINTUpa (hailioBeTe Ha yCTPOHCTBOTO
Y U3UCKBA OTKYM 3a Jekpuntupamus kirod. Crnopen nokiana Ha ENISA Threat Landscape 2023,
USB ycrpoiicTBata ocTaBaT Cpea METTE HaW-M3M0JI3BaHW HAYaJlHU BEKTOPU 3a aTaku B
KOpHopaTHBHa cpena, KaTto 37% OT 1eNeBUTe aTaku Cpelly MHIyCTPUAIHU CUCTEMH H3MOJI3BaT
USB nocurenu kato BxoaHa Touka (ENISA, 2023). BepostHocTTa € BHUCOKa, a Bb31€HCTBUETO —
KPUTUYHO, ocoOeHo npu uHPpactpykrypu ot tuna Ha SCADA/ICS.

3. Puck ot 3ary6a Ha JaHHHM

3ary0ara Ha JaHHM MOXE Jla HACTBIIM BCJIEJICTBHE Ha XapJAyepHa MoBpena, copTyepHa
rpenika, Kopynuus Ha QailioBaTa cUCTeMa WIM CllydallHO U3TpHBaHe oT mortpedutens. [lpu
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daiinmoBun cuctemu 6e3 xypHanuHT (FAT32, exFAT) puckbT OT KOpYyIUHUS INPU BHE3AMHO
MPEKbCBaHE Ha 3aIKca € 3HAYUTEITHO TI0-BUCOK B CpaBHEHHE ¢ XypHaynmpamute cucremu (NTFES,
ext4). Jluncara Ha akTyainHu pe3epBHH Komnus (backups) TpanchopmMupa TEXHHUESCKHUS UHIUICHT
B OusHec katactpoda. Crnopen npoyusane Ha Kroll Ontrack, 67% ot cinyuaunte Ha 3ary0a Ha JaHHU
IIPY BBHIITHU HOCUTENH Ce ABJDKAT Ha XapayepHa mnospena, 14% — na codpryepuu rpemku, a 10%
— Ha ciy4aitHo motpebutencko aerictBue (Kroll Ontrack, 2022). BepostHocTTa OT 3aryba Ha
JaHHY TpU Jurca Ha backup cTparerus € BUCOKa, a Bb3/ICHCTBUETO 3aBUCH OT KPUTHYHOCTTA Ha
uHpOpMaIHATA — OT HE3HAYUTEITHO JIO KaTacTpOo(allHO 32 OPraHU3aIHITa.

4. HeoTopu3upas A0CThII U Kpaxk0a Ha uH(pOpMALIUsA

KoMmmakTHuAT pa3Mep Ha MOBe4YeTO BHHITHM HocuTenu (ocobeHo USB ¢mam mametn u
microSD kapTH) T¥ TMpaBH JIECHW 3a Kpax0Oa mim 3ary0a, KOETO Ch3AaBa JUPEKTEH PUCK OT
HEOTOPU3HUPAH JOCTHII JO ChXpaHsSBaHUTE NaHHU. [lpu nurca Ha KpunTupaHE BCEKU, KONTO
noytydd (PU3NYECKU OCTBII JI0 YCTPOMCTBOTO, MOXKE Ja MPOYeTe ISUIOTO MY ChIbp)KaHue 0e3
KaKkBUTO M jJa Owino orpanuveHus — QaitnoButre cuctemu FAT32 um exFAT He mnpenmnarat
MEXaHU3MHM 3a KOHTpoJ Ha focThiia. Jopu npu NTFS, kosto nogabpka ACL, 10CTBIBT MOXKE Ja
ObJe 3a00MKOJIEH Ype3 3apekIaHe Ha alTepHAaTHBHA OlEpalloHHa cucTema oT bootable USB.
[IpoyuBanero Ha Ponemon Institute (2016) ycranossiBa, ue 50% OT cIy>KUTEIUTE B KOPIIOPATUBHA
cpena m3non3Bar Hekpuntupann USB ycrpolicTBa 3a mpeHoc Ha ciry)xeOHa wHpOpMaIus, a
CpelnHara IieHa Ha UHIIMACHT C U3THYAaHe Ha JAHHU OT 3aryO0eH WJIM OTKpaJHAT HOCUTEI BB3IU3a
Ha 3.86 MwIMOHa HIATCKU JoJjiapa. BeposTHOCTTa € BUCOKA, a BB3JCHCTBUETO — KPUTHYHO,
0COOEHO KOTaTo HOCUTENAT ChIbprKa JIMYHU JaHHU, 3amuTeHd oT GDPR, win knacudumnupana
uHpopMaLus.

5. YoBemku (paKkTOp M rpemiku npu padora

YoBemkuaTr (akTop € OCHOBEH KaTajlu3aTrop 3a IOBEYETO WHIUACHTH, CBBP3AHU C
BBHIIHUTE HOCUTENU. TUNUYHHUTE TPEIIKU BKJIIOYBAT: HU3BAXKIAaHE Ha YCTPOWCTBOTO 0e€3
O0e3onacHo jaemoHTHpaHe (safe eject), koero Boau 10 KOpymius Ha QaiioBara CHUCTEMa;
cBbp3BaHe Ha Herno3HaTh USB ycTpoiicTBa KbM KOPIIOPAaTUBHHU CUCTEMM; U3MOI3BaHE HA €UH U
ChII] HOCUTEJI 3a JIMYHA U CITy>keOHa MH(pOpMaIus; mpeHeOpersaHe Ha MOJUTHKUTE 3a KpUIITHPaHe
U aHTUBUPYCHO CKaHMpaHe; W JIUICa Ha MapKUpOBKAa M WHBEHTAapHU3allMs Ha YCTpoilcTBaTa.
CoumanHOTO WHXKEHEpcTBO (social engineering) eKcrjoaTHpa YOBEIIKOTO JIIOOOMUTCTBO —
neneHacoueHo octaeHu USB yctpoiictBa Ha myOnauunu mecrta (T.Hap. USB drop attack) ce
cBbp3BaT OT 45-98% oT HamepwIuTe TH JHIA, CHOpE] EKCIEpUMEHTH Ha YHUBEPCHUTETa B
Wnunotic (Tischer et al., 2016). BeposTHoCcTTa OT YOBelIKa Irpelika € BUCOKA, a Bb3JIEHCTBUETO
BapHpa B 3aBUCUMOCT OT KOHKPETHHUS CLEHApUH.

6. MaTpunna 3a oleHKa Ha pUcKa

CucremaTrnyHaTta OIICHKa Ha PUCKOBCTC HN3UCKBA CBHIIOCTABSAHC Ha BCEPOATHOCTTA 34
HAaCTBIIBAHE Ha BCCKHW PHUCK C TEKCCTTAa HAa MOTCHUOUATHHUTEC ITOCICAWIIN. CJ'IG}IHaTa Marpunia
Knacnq)mmpa OCEMTEC OCHOBHH PHCKaA, CBbp3aHH C BbHINHUTE HOCUTEIIHN, 110 CKaJIa C YCTUPU HHUBA:
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HHCKa, CpeHa, BUCOKA M KpuTUYHA. Metononorusra ciensa npenopbkure Ha NIST SP 800-30
(NIST, 2012) u ISO/IEC 27005 (ISO/IEC, 2022b).

Tadauua 3. Matpuiia 3a olleHKa Ha pUCKa P YIPaBJIeHUE HA BHHITHU HOCUTEIN

BepositHOCT Br3nelictBue Hugo Ha pucka

3

1 APATBANE Che SHOBPEACH Bucoxka Kpuruuno MHoro BUCOKO
codryep upe3 USB
Kpax06a/3ary6

2 LR Bucoxka Kpuruuno MHoOro BUCOKO
HEKPUNTHUPAH HOCUTEI

3 PancwsMyep araka upe3 BHHIICH Cpemna Kpimiraso Bucox
HOCHTEIN
Head h HDD

4 R Cpenna Bucoxo Bucok
(pu TpaHCTIOPT)
K oC

5 OPYIHIDL Ha HpH Bucoka CpenHo Bucoxk
HETIPABUITHO M3BaKAaHE
BadUSB

6 4 aTaka (MOIMpHIIpaR Hucka Kpuruano Cpenen
bmpmyep)
4 NAND

7 ( SSSHB/CSZ}}I;HEI et Hucka Cpenno Hucpk
Jlerpaianyst Ha ONTHYEH

8 C H H
Hocuren (CD/DVD) pedia HeKo Hep

3abenesxcka: Husomo ma pucka ce onpedens Kamo KOMOUHAYUA OM 6EPOAMHOCH U 6b30€UCMBUe CbelACHO
memooonoeuama na NIST SP 800-30 (NIST, 2012).

EdexTuBHOTO ynpaBieHHe Ha T€3U PUCKOBE M3UCKBA MPUJIaraHe Ha MOAXO0J], oOXBallal]
Tpu ¢asu: AeTeknus (OTKpUBaHE HA 3arjiaxaTa Mpeau WM 10 BpeMe Ha HEMHOTO pealn3upane),
peakuusi (orpaHWyaBaHe Ha IIETUTE M HEyTpaJIM3UpaHE Ha 3allaxaTa) U Bb3CTAHOBSIBAHE
(BpplIaHe Ha CHCTEMHUTE M JTAHHUTE B HOPMaJIHO pabOTHO ChCTOsIHME). JleTekuusara BKIIIOYBA
aHTUBHUPYCHO CKaHUpaHE IpHU BKIIOYBAHE Ha ycTpoilcTBo, MOHUTOpUHT Ha USB chbutus upes
SIEM cucremn u aHanu3 Ha S.M.A.R.T. naHHu 3a npeBaHTMBHO OTKPUBAaHE Ha XapAyepHHU
npobnemu. Peaknusita o6XBalia U30JupaHe Ha 3apa3eHOTO YCTPOUCTBO, OJOKHpaHe Ha MOpTa U
YBEIOMSBAaHE Ha OTIOBOPHMSI E€KHUII II0 CUTYPHOCTTa. BB3CTaHOBSBAaHETO c€ OCHOBaBa Ha
HAJIMYMETO HA aKTyaJHU PE3EPBHU KOINHUSA M HA JOKYMEHTHUPAHU IPOLEAYPH 3a Bb3CTaHOBSIBAHE
mpu 6encteue (Disaster Recovery Plan) cermacuo NIST SP 800-34 (NIST, 2010).

3.2. MepkHu 3a 3a1MTA HA JAHHUTE

JamuraTa Ha [JAHHUTE, CbXpPAHSABAaHM Ha BBHIIHU HOCHUTEIM, CE€ peaau3upa upe3
KOMOMHAIMsI OT TEXHWYECKH U aJIMUHHMCTPATUBHU MEpKH, OOXBAlllallld YETUPU OCHOBHH
HaIpaBJIeHUs: KPUITHUpaHEe Ha HHPOpMALUATa, aHTUBUPYCHA 3allliTa, CTPATErHH 3a Ch3JaBaHE Ha
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PE3EpBHU KOIHUsI M KOHTPOJ Ha JIOCThIA. Te3u MEpPKH ChOTBETCTBAT HA KOHTPOJIHTE, IeUHUPAHH
B NIST SP 800-53 (NIST, 2020) u ISO/IEC 27001 Annex A (ISO/IEC, 2022), u cieasar
MpUHIKIIA Ha 3amuTa B 1pii0ournHa (Defense in Depth).

1. Kpuntupane Ha uHpopmManusaTa

Kpuntupanero Ha gaHHM B MOKOM (encryption at rest) € OCHOBHA MfApKa 3a 3alluTa Ha
uHpopmanuara npu ¢usznyecka 3aryda wiM KpaxxOa Ha HOCUTENS. TpH IIHMPOKO H3MOJI3BAHU
pellIeHrs TOKPUBAT OCHOBHUTE ONEPAI[MOHHU CUCTEMHU U CIIEHapUU Ha ynoTpeoa.

BitLocker ¢ Brpaneno pemenue 3a mpHoauckoBo kpunrtupane (Full Disk Encryption —
FDE) B mpodecnonannure u kopropatuBHute u3ganuss Ha Windows. BitLocker To Go
pasmmpsiBa Ta3u QyHKIMOHATHOCT KbM MPEeHOCHMH ycTpoiicTBa — USB ¢nam mameTn u BhHIIHU
mrckoBe. Kpunrupanero ce n3bpiBa upe3 anropurbMa AES (Advanced Encryption Standard) c
IbIDKUHA Ha Kitoya 128 unu 256 6uta B pexxum XTS (XEX-based Tweaked CodeBook mode with
CipherText Stealing). IIpu kopnoparusno pasrpsinane BitLocker ce unterpupa ¢ TPM (Trusted
Platform Module) 3a cbxpanenne Ha kimtouoBere u ¢ Active Directory Domain Services 3a
LEHTPaTU3MpaHo yMNpaBlIeHHEe Ha KIIOUOBETE 3a Bbh3cTaHOBsiBaHEe (recovery keys). ['pymoBure
nosniutuku (GPO) no3BosnsiBaT NpuUHYAUTENHO U3UCKBAHE Ha KPUITUPAHE 3a BCUUYKU NIPEHOCUMU
YCTpPOWCTBA, CBBP3BaHMU KbM KOPHOPATUBHU paboTHH cTanuuu (Microsoft, 2024d).

VeraCrypt e Ge3riateH HHCTPYMEHT C OTBOPEH KO/ 33 KpUIITHPAaHE Ha TUCKOBE U JISJIOBE,
HacneaHuk Ha TrueCrypt. Toll moaabpka MHOXKECTBO aJIrOpUTMHU 3a Kpuntupane — AES-256,
Serpent, Twofish, Camellia, kakTo u xackaguu kombunauuu (Hanpumep AES-Twofish-Serpent),
KOUTO OCHUTYpsIBaT JONMBJIHUTEIIHO HUBO Ha 3ammuTa. VeraCrypt mpenanara JBe KIIOUOBH
(YHKIIMOHATHOCTH, OTCHCTBAILM B MOBEYETO KOMEPCHATIHH MPOAYKTHU: cKpuTH TomoBe (hidden
volumes) 3a mpaBmononodHo orpuuane (plausible deniability) m nmpeHocum pexum (traveler
mode), pu KOMTO codTyepbT MOke Ja ce crapThpa AUpekTHO oT camusi USB HocuTen Ge3
nHcTananus Ha Xoct cucremara (IDRIX, 2023).

Kpuntupane na USB ycrpoiictBo ¢ VeraCrypt craBa ype3 cJIeAHHTE CThIIKH:

1. Wsrternsne u uHcrtanupane Ha VeraCrypt ot odummannus caift (veracrypt.fr). Ilpu
HE0OXOUMOCT OT MPEHOCHM PEXHUM — U3BJIMYaHE HA TOpTATUBHATA BEPCUs TUPEKTHO Ha
USB ycTpoiicTBOTO.

2. Craprupane Ha VeraCrypt u uzbop Ha ,,Create Volume" — ,Encrypt a non-system
partition/drive" 3a kpuntupane Ha mnenus USB Hocuten wmm ,,Create an encrypted file
container" 3a ch3/jaBaHe Ha KPUNITHPAH KOHTEHHED C ONpeesieH pa3Mmep.

3. WU306op Ha Tun Tom — ,,Standard VeraCrypt volume" 3a obuuaiina ynorpeda unu ,,Hidden
VeraCrypt volume" mipu Hy’kJ1a OT MPaBI0MO00HO OTPUYAHE.
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4. Kondurypupane Ha aJiropuThMa 3a KPUNITUPAHE — MpernopbunTeaHa komonHamnus: AES-
256 3a kpuntupane 1 SHA-512 3a xemupane. [Ipu noBuilieHN U3MCKBAHUS 32 CUTYPHOCT
MOXe J1a ce u3noi3Ba kackaana cxema AES-Twofish-Serpent.

5. 3agaBane Ha cwiHA napoia (MUHUMYM 20 CUMBOJIA, BKIIOYBAIIH TJIaBHU U MAJIKH OYKBH,
UG py U CIICIMaTHA CUMBOJIN ) HJTK U3M0NI3BaHe Ha daitn-kirod (keyfile) 3a mombnHuTenHA
ABTCHTHKALIVSL.

6. dopmarupane Ha Toma ¢ u3bOpanarta ¢ainoBa cucrema (exFAT 3a kpoc-miardopmeHa
ceBMectuMocT, NTFS 3a Windows cpena). VeraCrypt renepupa ciaydaeH KJIHOY upe3
JBUKCHHSITA HA MUIIIKATa HA TIOTPEOUTEIS 32 TIOBUIIIABAHE HA EHTPOIHUSATA.

7. MoHnTtupane Ha Kpuntupanus ToM upe3 VeraCrypt — m300p Ha cBoOoaHa OykBa Ha
YCTPOWCTBOTO, BbBEXK/IAHE HA TTapoJiaTa U HaTUCKaHe Ha ,,Mount". Ciej npukiroYBaHe Ha
paboTara — 3aIbJDKUTEITHO IEMOHTHUPAHE upe3 ,,Dismount”.

LUKS (Linux Unified Key Setup) e cranmaptHara cneundukamnuss 3a JIHCKOBO
kpuntupane B Linux, peanusupana upe3 moayna dm-crypt Ha siapoto. LUKS cexpanssa
METaJaHHHUTE 32 KPUNTUPAHETO (BKIIOYUTEITHO MHOKECTBO KJIFOUOBH CIOTOBE — JI0 § pa3jiMyHH
MapoJiv 32 €JHO YCTPOMCTBO) B CTaHAAPTH3UPAH XEAbP B HAYAJIOTO Ha jasna. Kpunrupanero ce
u3BbpuiBa upe3 AES-256 B pexxum XTS, a 3a uzBinyaHe Ha KJro4a OT IapoJsiata ce M3MO0J3Ba
¢yakuuara PBKDF2 wim Argon2id (or LUKS?2), kosito 3a0aBs IeieHacO4eHO Tporeca Ha
XelmupaHe 3a 3ammura cpemy brute-force araku. Ilpaktuueckara Hactpoiika Ha LUKS ce
OCBILECTBSIBA UPE3 HHCTPYMEHTA cryptsetup:

sudo cryptsetup luksFormat /dev/sdb1 unnnuaanzupade Ha LUKS kpunrupane
sudo cryptsetup luksOpen /dev/sdbl secure usb OTKJTIIOYBAHE Ha KPUIITUPAHUS ST

sudo mkfs.ext4 /dev/mapper/secure_usb (dopmatupane c extd

sudo mount /dev/mapper/secure_usb /mnt/usb MOHTHpaHE

sudo umount /mnt/usb JIEMOHTHPaHe

sudo cryptsetup luksClose secure_usb 3aKIJII0YBAHE HA KPUIITHPAHUS JISLT
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Taoauna 4. CpaBHeHHE HA pEUICHUTA 32 KPUNITHPAHE HA BbHITHU HOCUTEIIU

XapaKkTepucTHKa BitLocker To Go VeraCrypt LUKS (dm-crypt)
OC nopaprxka Windows (Pro/Ent.) Windows, Linux, macOS Linux
AES, S t, Twofish, AES, S t, Twofish
AropuTMH AES-128/256 (XTS) > DETpent, LWols etpent, Lwolis
KacKaJHU (XTS)
CKpHTH TOMOBE He Ja He (matuBHO)
He (0 :
Llentpanno ynpasnenue = [la (AD/GPO) He © (6e3 pomsm
WHCTPYMEHTH)
Jlunens Komepcuanen Besmmaren (FOSS) besmraren (FOSS)
TPM unrerpauus Ja He He

2. AHTanpycna 3aluTa 1 aABTOMAaTUYIHO CKaHUpPaHe

ABTOMAaTHYHOTO CKaHWPAaHE HA BBHHITHUTE HOCUTEIH IMpPH BKIIOYBAHE € KIFOYOBA
MPEBaHTHBHA MspPKa CpEIly pa3MpoCTpaHEeHHEeTo Ha 31oBpeneH codryep. B Windows cpenara
Microsoft Defender Antivirus noaabpxa GyHKIMATA 32 CKAHUPAHE Ha CMEHSIEMHUTE yCTPOWCTBA
(Removable Drive Scanning), KosiTo MOke a ObJie aKTUBHpaHa Ype3 rpyIoBa MOJIUTHKA!

Computer Configuration — Administrative Templates — Windows Components —
Microsoft Defender Antivirus — Scan — Scan removable drives — Enabled

JomwsnautenHo, upe3 PowerShell moxe 1a ce HaCTpou aBTOMaTUYHO CKaHUPAHE MPU MOHTUPAHE:
Set-MpPreference -DisableRemovableDriveScanning $false

B Linux cpemara ClamAV e BoOIemioro pemieHue ¢ OTBOPEH KOJ 3a aHTHUBHUPYCHA 3alllMTa.
ABTOMaTUYHOTO CKaHWpaHe npu BKItouBaHe Ha USB ycTpoiicTBO MOXe Ja ce peanus3upa upes3
KOMOMHaIus oT udev nmpaBuiia U CKPUIIT:

# /etc/udev/rules.d/99-usb-scan.rules
ACTION=="add", SUBSYSTEM=="block", KERNEL=="sd[b-z]1",
RUN+="/usr/local/bin/scan_usb.sh %k"

CxkpuntbT scan_usb.sh MOHTHpa ycTpOHCTBOTO B BpeMEHHa AUPEKTOPHS, U3ITBIHIBA
clamscan ¢ aktyanu3upana 0a3a OT MOJIMUCH U JOKJIA/IBa PE3yJITaTUTE B CUCTEMHUS XypHall. [Ipu
OTKpPMBAaHE Ha 3aIljlaxa yCTPOMCTBOTO CE€ JAEMOHTHpPA aBTOMATHUYHO U C€ M3IIpalla U3BECTHUE 0
aJMUHUCTPATOpA.

Ilonutukure 3a AHTHBUPYCHA 3allluTa Ha IPEHOCHUMHU HOCUTECIIN BKIIFOUBAT: 3aIbJIZDKUTCITHO
CKaHHupaHC NpcAru MPEAOCTaBAHC Ha JOCTBHII A0 CBHABPNKAHUCTO, CIKCIAHCBHO 0oOHOBsIBaHE Ha
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curHatypHute Oa3u, 3abpana 3a AutoRun/AutoPlay 3a BcHYKM CMeHsSeMH YCTpOHCTBA U
MEPUOJNYHO MBJIHO CKaHWpaHe Ha BCUYKU cBbp3aHu HocuTenu. NIST SP 800-83 (NIST, 2013)
MpernopbyBa OpraHU3alMUTE Ja MOAIBbPXKAT LEHTpadu3upaHa CHCTeMa 3a YIpaBlieHHE Ha
AHTUBHUpYCHATa 3alllUTa, KOSTO OCUTYypsBa €JAMHHA IMOJMTHKA 32 BCUYKM KpalWHU TOYKHU
(endpoints), BKIIIOYUTEITHO IPEHOCHMUTE YCTPOMCTBA.

3. CTtpaTerum 3a cb31aBaHe Ha pe3epBHU Konus (Backups)

Ch31aBaHeTo Ha PE3EpPBHU KOIHUS € OCHOBHA MsIpKa 32 OCUTYpsIBaHE HAa BH3CTaHOBSIEMOCT
Ha JaHHUTE pu nHIMAeHT. [1lnpoko npueraTa crparerus 3-2-1 npeaBrKIa NOJAbPKAHE HA TIOHE
TpH KOIIWS Ha JAaHHUTE, ChXPaHSIBaHU HA J[BA PA3IMYHH TUIIA HOCUTENH, KaTO €HO OT KOMUsTA Ce
Ham#pa Ha OTJesieHa reorpadceka okanus (M3BbH caifTa). Ta3u crparerus, MOMmyIspu3upaHa oT
dororpada [Turep Kpor (Krogh, 2009) u npenopruana ot US-CERT, MunumMu3upa pucka ot
€THOBPEMCHHA 3ary0a Ha BCHYKHU KOIIHSI BCJICICTBHE HAa SIMHUYCH MHIMICHT — HAIIPUMED TTOKap,
HABOJTHCHHE WJIM paHCBhMYyep aTtaka. PasrpaHnuaBar ce TP OCHOBHU THIIA PE3EPBHO KOIUPAHE:

a. [Ibano konue (Full Backup)

Upes3 mBJIHOTO KOMHE CE€ KOMMPAT BCUYKH M30paHU JAHHU HE3aBUCUMO OT IPEAXOJIHH
onepauuu. [IpenumcTBa: Hail-ObP30 BH3CTAHOBSABAHE, IIBJIIHA CAMOCTOSITEIIHOCT HAa BCAKO KOIIHE.
HenocraTbuu: Haii-roisiM 06eM Ha CbXpaHEHHUE U Hall-IbJIr0 BpeMe 3a Ch3/aBaHe.

0. UnxkpemenTanno konue (Incremental Backup)

To3u BuA Komue Komupa caMo JaHHUTE, TPOMEHEHH CJie]] TOCIEAHOTO KOMKEe OT KaKbBTO
u na e tun. IlpenuMcTBa: MUHUMaJIeH 00eM Ha ChXpaHEHHE M Hal-ObpP30 Ch3/IaBaHe.
HGIIOCTaT’I)HI/II BBH3CTaHOBABAHCTO M3HCKBA IIOCJICIHOTO ITBJIHO KOIIHUE ITIJIFOC BCUYKH ITOCJICABAaIlN
WHKPEMEHTAIHU KOIIHS, KOETO yBEIMYaBa BPEMETO U CJIOKHOCTTA Ha Tpolieca.

B. ludpepennuanno xonue (Differential Backup)

C HeroBa moMol1I[ ce KOMMPAT BCUYKH JaHHU, IPOMEHEHHU CJIE]] TOCIEIHOTO ITBJIHO KOIHE.
IIpenumcTBa: MO-0BP30 BBH3CTAHOBABAHE OT MHKPEMEHTANIHUS NOAX0JA (HEOOXOJUMO € caMo
MOCJIEAHOTO IMBJIHO KOIKUE IUII0C MOCIeqHOTO Audepeniuanto). HegoctaTbuu: 06eMbT HapacTBa
IIPOTPECUBHO C BPEMETO MEXKIY IIBIIHUTE KOIHSL.

WNHcTpyMeHTHTE 32 Ch3/jaBaHE Ha PE3EPBHU KOMUSI 00XBaIlaT IIMPOK CIEKTHP OT PEIICHUS.
B Linux cpexara rsync € CTaHIApTHUSAT HHCTPYMEHT 3a MHKPEMEHTAJIHO KOINHpaHe, KOWTO
noJIbpika Komrpecus, SSH TyHenupaHe u yacTuueH TpaHcgep:

rsync -avz --delete /home/user/documents/ /mnt/backup usb/documents/

Veeam Backup & Replication € koMmepcuanHo pelieHrne OT KOPIOPATHBEH KiIac, KOETO
MOJIbPKA PE3EPBHO KOMHMpPaHE HA (PU3NYSCKH M BUPTYAIHH MAIIUHU C BB3MOXKHOCT 32
rpaHylIMpaHO BB3CTAHOBSBaHE Ha OTAeNHHM aitnoBe. Duplicati e OGe3nmnaTeH HHCTPYMEHT C
OTBOPEH KO, KOWTO MOAIbpPKAa KPUIITUPAHH MHKPEMEHTATHH KOMHUS KbM JIOKATHH M 00JadyHU
nectuHanuu, BkIountenHo BpHITHN USB auckose (Duplicati Team, 2023).
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4. KoHTpoOJI HA 10CTHIIA

KoHTponbsT Ha mocThna 1O BBHHIIHUTE HOCHTEIM CE€ pEaTM3hpa Ha HAKOJIKO HHBA:
($u3N4eCcKo, JOrMYecKo M aAMUHUCTPATUBHO. [IpuHIMIBT Ha MuHUManHUTe npuBmiernu (Least
Privilege), ne¢punupan B NIST SP 800-53 xountpon AC-6 (NIST, 2020), n3ucksa norpedurtenute
Ja TOJydaBaT caMO OHE3M MpaBa 3a JOCTBI, KOMTO ca HEOOXOAMMH 3a HW3INBIHEHHE Ha
KOHKPETHUTE UM 33Ja4H.

Ha HuBoO oncpanrOHHa CUCTEMA KOHTPOJIBT CC peaiu3rpa 4pe3:

1. 3abpana Ha AutoRun/AutoPlay — nmpemaxBa Bb3MOXKHOCTTA 32 aBTOMATUYHO M3ITBIIHEHUE
Ha KOJ OT cMeHsieMu Hocutenn. B Windows Ta3u HacTpolika ce koHpurypupa upe3 GPO:

Computer Configuration — Administrative Templates — Windows Components —

AutoPlay Policies — Turn off AutoPlay — Enabled (All drives)

2. PoneBu kontpon Ha moctbrna (RBAC — Role-Based Access Control) — onpeznenst KakBu
orncpanyu Morar ga M3BbPLIBAT PA3JIAUYHUTEC HOTpe6I/ITCJICKI/I poJin CIipsAIMO BBHIIHUTC
ycrpoiictBa. Hampumep: crangapTHHTE NOTpPEOMTENM HMMAaT IOCTBII CaMO 3a YETEHE,
eKHUITBT TI0 CUTYPHOCT MM ITBJICH JOCTBII, @ TOCTOBUTE aKayHTH HAMAT HUKAKbB JOCTBII
710 CMEHSIEMH YCTPOICTBA.

3. Device Whitelisting — pa3pemiaBa CBBP3BAHETO CamMO Ha MPEABAPUTEIHO OJO0OpPEHU
YCTpOICTBa, MACHTU(PUIMPAHU Ype3 yHUKanHata komOwHamus oT Vendor ID (VID),
Product ID (PID) u cepuen Homep. B Windows Ta3u monutuka ce KOHGUTYpUpa dpe3
Device Installation Restrictions B GPO:

ITp1: Computer Configuration — Administrative Templates — System — Device
Installation — Device Installation Restrictions — Allow installation of devices that match
any of these device IDs — Enabled

B Linux ananoruden koHTpoia ce noctura ype3 USBGuard — codryep, koiiTo mpuiara 6enu u
yepuau criuchim 3a USB ycrpoiicTBa:

# IIpumepna koHpurypauus Ha USBGuard
sudo usbguard generate-policy > /etc/usbguard/rules.conf
sudo systemctl enable --now usbguard

NIST Cybersecurity Framework (NIST, 2024) kateropusupa Te3u MEpKU B paMKUTE Ha
¢dynkiusta ,,Protect” (PR), mo-cnennanno xoutponute PR.AC (Access Control) u PR.DS (Data
Security), karo mnoguyepraBa HEOOXOAMMOCTTAa OT MHOTOCIOWHA 3alMTa, KOMOWHHpAIa
TEXHUYECKU U aJIMUHUCTPATUBHUA KOHTPOJIH.
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3.3. Opranu3anMOHHA NMPAKTHKA B KOPIOPATHBHA CpeAa

TexHuueckuTe MEpKU 3a 3aIMTa Ha JAHHUTE IOCTUTaT IbJIHUS CU IIOTEHLUAI €JUHCTBEHO
KOraTo ca BIpaJieHH B IIOCJIEJIOBATEIHA OpPraHM3allMOHHA paMKa OT IOJIMTHUKH, MPOLETypU U
KOHTPOJHH MeXaHu3MHu. E(eKTHBHOTO ymnpaBjeHHE Ha BBHIIHUTE HOCHTENM B KOPIOpPATHBHA
cpeaa oOxBallla YETHPH B3aMMOCBBP3aHU O0JACTU: IOJIMTUKU 33 KOHTPOJI HAa yCTPOMCTBAaTa
(Device Control), anMUHHCTpaTUBEH KOHTPOJI U OJUT, MPOLENYypH 32 CUTYPHO H3TPUBaHE Ha
JAaHHU U CbOTBETCTBUE C HOPMATUBHU W3HCKBAHUS.

1. lloauTuku 32 n3noua3Bane Ha ¢guam namet (Device Control)

[TonuTukara 3a koHTpoI Ha ycTpoiictBaTa (Device Control Policy) e dopmaineH 1okyMeHT,
KONTO periaMeHTHpa yCIOBHATA, NMPHU KOWUTO CIYKUTEIUTE MOTaT Jla W3IMOJI3BAT MPEHOCHUMH
3armaMeTsBalll yCTPOHCTBA B paMKHTE Ha opraHm3anusara. J(oOpe CTpyKTypupaHara MOJUTHKA
HaMaJsiBa MOBBPXHOCTTa HA aTaka M OCUTYpSBA MPOCIECAMMOCT Ha JNEHCTBHATA C MPEHOCHUMH
nocurenu. [lo-nony e mpencraBena npumepHa pamka 3a Device Control Policy, 6azupana Ha
npenopbkute Ha NIST SP 800-53 (NIST, 2020) u ISO/IEC 27001 Annex A xontpon A.8.3
(ISO/IEC, 2022):

[IpumepHa NOIUTHKA 32 KOHTPOJI HA IPEHOCUMH 3allaMeTsBAIM YCTPONHCTBA!

1. Oo6xBar u npwioxumocT — [lomuTrkaTta oOXBala BCHYKH MPEHOCHUMH 3allaMeTsBaIIH
ycrpoiictBa (USB ¢umam namern, spaman HDD/SSD, SD kapTi, onTHYHU HOCHTEIH),
W3MOJI3BAaHU OT CIIY)KHTETH, KOHTPAreHTH W MOCETUTEIHN B MOMEIICHUATA U MPEXHUTE Ha
opraHu3alusTa.

2. Kiacudukanus u uHBEeHTapu3alus — Bcsko mMpeHOCMMO YCTpOMCTBO, M3IMOI3BAHO 32
ClIy’)keOHU IIeJIM, C€ PErucTpupa B IEHTPAIHMS WHBEHTAPEH PETUCTBD C YHUKAJIEH
uneHtudukatop (cepuen Homep, VID/PID), onpenenen oTroBOpeH CIIyKUTENI U HUBO Ha
KJacu(uKalys Ha JaHHWUTE, KOUTO 111€ Ob/IaT ChbXpaHsSIBaHHU.

3. 3anbIKUTENHO KPUNTHpaHe — BCHYKM MPEHOCUMM YCTPOMCTBA, ChIbPIKALIM CIy’KeOHa
uHpopMalus, ce KpUIITUPAT upe3 0100peH oT opranuzanusaTa uHcTpyMeHT (BitLocker To
Go, VeraCrypt win LUKS) ¢ Munnmansa qpipkuHa Ha kiaoda AES-256.

4. AHTUBUpPYCHO CKaHUpaHE — Bcsiko npeHocHMOo yCTpOHCTBO ¢ CKaHUPa aBTOMaTUYHO MPH
CBBp3BaHE KbM KOPIOpPAaTHBHA PA0OTHA CTaHLMSA. YCTPOMCTBA C OTKPHUT 3JIOBPEIEH
codTyep ce u30aupar He3abaBHO.

5. Orpanunuenne mo omoOpeH cnuchbk (Whitelisting) — CBbp3BaHETO Ha MPEHOCHUMH
YCTPOMCTBA € pa3pelieHo caMoO 3a YCTPOMCTBa, BKIIOYEHH B OJOOPEHHUs CIUCHK Ha
opranm3anusTa. Heonodpenu yctpoiicTBa ce OJI0KupaT aBTOMaTHYHO.

6. 3abpana 3a 1MuHa ynotpeba — M3mon3BaHeTo Ha JMYHU IPEHOCUMH YCTPOICTBA 3a I0CTHII
710 KOPIIOPAaTHUBHU JJaHHU € 3a0paHeHO, OCBEH ITPU U3PUYHO IIMCMEHO 000pEHHE OT OTAEA
10 UH(OPMAIIMOHHA CUTYPHOCT.
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7. Ilpouenypa 3a mpeHoc Ha naHHM — llpeHochT Ha knacuduuupana uHbopmanus ypes
MIPEHOCUMHU yCTPOWCTBAa H3MCKBA MPEIBAPUTEIHO OAOOpPEHHE OT HENOCPEICTBEHUS
PBHKOBOJIUTEN U PETUCTPUPAHE HA OIEpallHsTa B )KypHaa 3a IPeHOC Ha JaHHU.

8. CurypHo M3TpUBaHe Npu u3iu3aHe oT ynorpeda — [Ipenu nmoBropHa ynorpeda, peiaBane
WIM YHMILOXXKAaBaHE, BCAKO IPEHOCHMMO YCTPOWCTBO INpEMHUHAaBa Ipe3 Ipoleaypa 3a
curypHo u3tpuBane cbriacHo NIST SP 800-88 (NIST, 2014).

9. OOyueHue Ha nepcoHasna — BcHuku ciy>KuTenu npeMruHaBaT €KerolHo 00y4eHrne OTHOCHO
PHUCKOBETE, CBbP3aHU C NMPEHOCUMUTE YCTPOMCTBA, U 3aJBKEHUATA CU MO HACTOSIIATa
MOJIUTHKA.

10. Cankuuu npu HapyumieHue — HapymiaBaHero Ha HOJIMTHKaTa MOXE Ja JOBEAE [0
JUCLUIJIMHADHU MEPKH, BKJIIOYMTEIHO OrpaHMyaBaHe Ha npoctena no UWT pecypen,
IIUCMEHO NpeAyNpexIeHHe WM IpeKpaTsBaHe Ha TPYJIOBHsI JOTOBOP MPU MOBTOPHO UM
YMHUIUIEHO HapyLIeHHE.

2. AAMUHHUCTPATHBEH KOHTPOJI M OJAUT

AJIMUHUCTPATUBHUAT KOHTPOJI OCUTYpsIBA TEXHHUYECKOTO HajaraHe Ha MOJUTHKHUTE U
BB3MOKHOCTTAa 3a MpOCIe/sBaHE Ha JEHUCTBHITA C INPEHOCUMHU YCTpolcTBa. TpuTe OCHOBHM
MHCTPYMEHTA 3a peajlu3MpaHe Ha aJIMUHUCTPATHBEH KOHTPOJ ca rpynosure noautuku (GPO),
CHCTEMHTE 3a yIpaBlieHMe Ha MOOWIHM ycTpoiictBa (MDM) u cuctemute 3a ynpaBieHUE Ha
cbOuTHus no curypHocrra (SIEM).

I'pynoBure monmutuku (Group Policy Objects — GPO) B Windows cpena mo3BossiBar
LHEHTPATU3UPAHO KOH(GUTYpUpaHE Ha OTPAHUYEHHUSATA 32 MPEHOCHUMH YCTPOMCTBA 33 BCHUYKHU
KOMMIOTpH B oMeiiHa. KirouoBute GPO HacTpoiiky BKIIOUBAT:

- Removable Storage Access: 3a1aBaHe Ha IpaBa 3a 4eTEHe, 3aliC WIN ITbJIHA 3a0paHa 3a
pa3IMYHU KJIACOBE CMEHSEMHU YCTPOUCTBA.

- Device Installation Restrictions: orpann4yaBane Ha HHCTaJAIMATA HA YCTPOICTBA MO KJiac,
VID/PID unu cepueH HOMep.

- BitLocker Drive Encryption: npuHyAWTeIHO HW3MCKBaHE 3a KPUIITUPAHE HAa CMEHSEMU
HOCHTEITH.

- Audit Removable Storage: akTuBHpaHe Ha XypHAJIUpPaHE HA BCHUKH OTEPAIIUN 32 JOCTHIT
JI0 CMEHSIEMHU YCTPOMCTBA.

MDM (Mobile Device Management) pemenusita karo Microsoft Intune u VMware
Workspace ONE pasmupsiBaT KOHTpOJIa BbPXY YCTpOICTBA, KOUTO HE ca yacT oT Active Directory
nomeiiH — BkIounTenHo BYOD (Bring Your Own Device) nantonu ¥ MOOWIIHH yCTPOMCTBA.
MDM no3BosisiBa TUCTAaHIIMOHHO TIpWJIaraHe Ha MOJUTUKH 3a KpunTupane, oOi1okupane Ha USB
MOPTOBE U U3TPUBAHE Ha JaHHU MpU 3aryda Ha yCTPOMCTBOTO.
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SIEM (Security Information and Event Management) cuctemMuTe arperupar, KOpenupar u
aHanu3upaTr oKypHanHute 3anucu (logs) OT MHOXKECTBO HW3TOYHMIIM 32 OTKpPHBaHe Ha
MOJIO3pUTENIHA aKTUBHOCT. I[Ipu MoHMTOpHHT Ha mpeHocuMute yctpoiictBa SIEM cucremute
obOpaboTBaT crOuTHs Karo cBbp3Bane Ha HOBO USB ycrpoiictBo (Event ID 6416 B Windows
Security Log), konupane Ha roiemMu 00eMU TJaHHU KbM CMEHSIEM HOCHTE], OTIMTH 332 CBBP3BAHE Ha
HEO0JI00pEeHU YCTPOHCTBA U MPOMEHH B KoH(puryparusaTa Ha Device Control moTuTHKHUTE.

HpHMepeH INECTCTBHIIKOB OAUTCH ITPOLEC 3a YIIPaBJICHUEC HA IPCHOCUMHU HOCUTCIIN:

1. Ilnanupane — Jlepunupane Ha oOxBara Ha OAWUTA (OPraHU3AIMOHHH CIMHUIHU, TUIOBE
YCTpPOWCTBA, TIEPHOJT), KPUTCPUHTE 32 OLCHKA (ChOTBETCTBHE C BBHTPEIIHATA TOJIUTHKA
ISO/IEC 27001) u exuna 3a nMpoBexIaHe.

2. Cpbupane Ha noka3zatesctsa — M3Bnnuane Ha )xypHannu 3anucu ot GPO, SIEM u MDM;
nperje] Ha WHBEHTapHHS PEruCThp Ha YCTPOHCTBATa; MpOBEpKa Ha KOH(UTypaluuTe 3a
KPHUIITHPaHE ¥ aHTHBUPYCHA 3all[Ta Ha Cly4aliHa N3BajKa OT paOOTHU CTAHIIMU.

3. AHaiu3 Ha CbOTBETCTBUETO — ChIIOCTaBsHE HA CHOPAHUTE JOKA3aTEICTBA C U3UCKBAHUATA
Ha Device Control Policy. Wnentudunupane Ha HECHOTBETCTBHUS: HEKPUNITHPAHH
ycTpoiicTBa, Heomoopernu VID/PID koMOMHAIMH, JIUTICBAIIY KYPHATHH 3AITHCH.

4. TectBane Ha KoHTposnHTe — [IpoBexknaHe Ha KOHTPOJIUPAHU TECTOBE: OIUT 33 CBHP3BAHE
Ha Heonobpeno USB yctpoiicTBo, mpoBepka nainu AutoRun e geakTuBHpaH, OMHUT 3a
KOIMpaHe Ha JaHHU 0e3 HEOOXOANUMUTE MTPUBHUIICTHH.

5. JoknanBane — WM3rorBsiHe Ha OJUTEH JOKJIAJ C KOHCTaTallUM, KilacH(UKanus Ha
HECHOTBETCTBUATA MO TEXECT (KPUTUYHO, BUCOKO, CPEIHO, HHCKO) U MIPENOPBKHU 3a
KOpUTHPAILN JEHCTBHUS.

6. HpOCHC,[[}IBaHe - Onpez[en;IHe Ha CpOKOB€ H OTIrOBOPHHUIIM 34 HpHIIAaraHC Ha
KOpUrupammTe MCpPKHU. HpOBe)I(I[aHe Ha 1TocCjIieABaIll KOHTPOJICH OAUT 3a MOTBBbPIKIABAHE
Ha eq)eKTI/IBHOCTTa Ha INpCAIIPUCTUTEC JIEHCTBUS.

3. [Ipoueaypu 3a CHTypHO U3TPUBaHE HA TAHHH

CurypHOTO HW3TpUBaHEe Ha JaHHH OT NPEHOCHMH HOCHTENM € KPUTHYHA CTHIKA MpH
M3JIM3aHE Ha yCTPOMCTBOTO OT ymoTpeda, MpH MpepasnpeessiHe MEXIy CIYXHTEIN WIH IpU
u3Mpaiane 3a peMoHT. CTaHAapTHOTO U3TPUBaHE upe3 ornepanuonHaTa cuctema (delete, format)
He npemMaxBa (U3NYECKU JaHHUTE — TO CaMO MapKHpa 3aeMaHOTO MPOCTPAHCTBO KaTO CBOOOHO,
a nH(popManMATa OCTaBa Bb3CTAHOBUMA Upe3 crieruanu3upan copryep (Hamp. Recuva, PhotoRec,
TestDisk). NIST SP 800-88 Revision 1 (NIST, 2014) nepunupa Tpu HUBa Ha U3TPUBAHE:

Jlornuecko m3uuctBaHe (Clear) — mpe3anucBaHe Ha BCUYKU aJpecupyeMu o0nacTu Ha
HOCHUTCIIA C HYJIW, CIUHHUIN WX ITPOU3BOJIHU JAaHHU YPE3 €AUH U IMTOBEYC IMPOXOIH. To3n METO
e e)eKTUBEH cpenly copTyepHH CpPEe/ICTBA 3a Bb3CTAHOBSABAHE, HO MOeE Ja ObJie MPEOJOJIsH upes3
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a0OpaTOpPHM TEXHUKH TPH MarHUTHU Hocutenu. MHctpymentu: shred (Linux), cipher /w
(Windows), DBAN (Darik's Boot and Nuke).

# Ilpumep c shred B Linux — npe3anucBane B Tpu npoxona  sudo shred -vzn 3 /dev/sdb

Kpunrorpadgcko wustpuBane (Purge — Cryptographic Erase) — yHumoxaBaHe Ha
KpunTorpadckus K04, ¢ KOWTO JaHHUTE ca OMIIM KPUITHPAHU, KOETO MPABU LENHs ChXpaHsiBaH
obem HeuetuM. To3um merom e ocobeHo edektuBeH 3a SSD  ycTpoiicTBa, TpH KOHUTO
TPaJAULIMOHHOTO Tpe3amucBaHe He TapaHThpa jgocturaHe 10 Bcuuku NAND kietku nopaau
MexaHu3MuTe 3a wear leveling n over-provisioning. IIpeamnocraBka € ycTpoHCTBOTO 1a € OUIIo
kpuntupano mpeasaputento (upe3 BitLocker, VeraCrypt, LUKS wmm xapayepno SED
kpuntupane). IIpu SSD ycrpoiictBa ¢ nogapbexkka Ha ATA Secure Erase unu NVMe Format
KoMaHj1aTa, pbpMyepbT MOXKE J]a U3BBPIIN BHTPEIIHO KPUITOTPAPCKO U3TPUBAHE:

# NVMe Secure Erase B Linux sudo nvme format /dev/nvmeOn1 --ses=1

Ouznyecko ynumioxkaBaHe (Destroy) — ¢usuuecko paspyliaBaHe Ha HOCHTENS upe3
pasapobsBane (shredding), neraycupane (degaussing — camo 3a MarHUTHH HOCUTEJH), U3TapsTHE
WIM XHMHYECKO pa3TBapsHe. ToBa € EOMHCTBEHHAT METOJ|, TapaHTHpan] abCONOTHA
HEBBH3CTAHOBUMOCT Ha JAHHWUTE, M C€ IpHIara 3a HOCHUTEIM C Hal-BHUCOKa KiacH(HKamus Ha
nHpopmanusara. Crangaprst DoD 5220.22-M (U.S. Department of Defense, 2006) ucropudecku
e nepuHMpa nporeaypara ¢ TpH Mpoxoja Ha Ipe3anrucBane, HO akTyaaHuTe npernopbku Ha NIST
SP 800-88 ro 3amecTBaT ¢ MO-CHbBPEMEHHU METOAM, MOAXOJAIINA 32 PA3IMYHUTE TEXHOJIOTHUU
(NIST, 2014).

ITpumepHa crangapTHa onepatuBHa npouenypa (SOP) 3a curypHo uszrpuBane:

1. Wnentuduxanus — OnpenensiHe Ha tuna Ha Hocutens (HDD, SSD, USB, SD, CD/DVD)
W HUBOTO Ha KIacHU(pUKAIUs Ha CHXPAHSIBAHUTE JaHHU (IMyOJWYHH, BBTPEIIHH,
MTOBEPUTEITHH, CTPOTO TTIOBEPUTEITHH ).

2. WM36op Ha meTon — ChriacHo HUBOTO Ha Kiacupukanus: Clear 3a myOiaMYHN U BBTPEIIHU
nanHu; Purge (kpunrtorpadcko M3TpHUBaHE) 3a MOBEPUTENTHH AaHHU; Destroy 3a cTporo
MTOBEPUTETHU JTaHHHU.

3. Apxusupane — [IpoBepka 1anu JaHHUTE, KOUTO BCE OIIE€ Ca HEOOXOANUMHU, UMAT aKTyaJlHO
PE€3epBHO KOIHE MPEAN U3TPUBAHETO.

4. M3neanenue — IlpoBexxnaHe Ha M30paHUs METOJ 3a M3TPUBAaHE C M3MOJ3BaHE Ha
ono0penuTe nHCTpyMeHTH. 3a SSD ycrpolicTBa — kpuntorpadcko uzrpusane uian ATA
Secure Erase/NVMe Format. 3a HDD — npe3anucBane B Tpu Npoxoja UK JIerayCHpaHe.
3a CD/DVD — ¢u3uuecko pa3npoOsiBaHe.

5. lTlomeepxknaenue — IloTBbpkaaBaHe Ha yCHENIHOTO M3TPUBAHE YpEe3 ONUT 3a YETEHE Ha
HOCHTENSl C MHCTPYMEHT 3a Bb3cTaHoBsiBaHe Ha naHHU. [Ipu Clear u Purge — npoBepka 3a
HaJu4Mue Ha OCTaThb4YHU JIaHHH.
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6. Jloxymentupane — Peructpupane Ha omepanusaTa B )XypHajla 3a CUTYPHO HU3TPUBAHE C
MOCOYBAHE Ha: J1aTa, OTTOBOPEH CIYXKUTEII, TUIl HA HOCUTEJsI, CEpUeH HOMED, MPUIIOKEH
METO/JI ¥ pe3yiTar oT BepuuKalusara.

7. Paznopexnane — [IpegaBane Ha yCTpoCTBOTO 3a oBTOpHA ynorpebda (cien Clear/Purge)
win 3a GU3NYEeCcKo yHUINokaBaHe (cien Destroy), chriacHO BBTPEUIHMTE MpaBWiIa Ha
OpraHu3alnusiTa.

4. CrorBercTBHE ¢ HOpMaTHBHH U3ucKkBaHus (GDPR)

OOmusT periiamMeHT OTHOCHO 3amurara Ha nanaute (GDPR — Regulation (EU) 2016/679)
BBBEXKA 3aIBJDKCHUS 3a OpraHW3aluuTe, oO0padoTBAIlM JIMYHU JaHHW Ha TPAKIAHW Ha
EBporelickust Chi03, KOUTO UMAT MPSKO OTHOIICHWE KHM YIPABICHUETO HA MPEHOCHMHUTE
3anameTtsiBamu  ycrporictBa. Ynen 32 or GDPR wu3uckBa mnpuwiaraHeto Ha ,,[TOAXOISIIH
TEXHUYECKHU U OPraHU3alMOHHU MEPKU'" 3a OCUTypsiBaHE HA HUBO Ha CUTYpPHOCT, ChOTBETCTBAIIO
Ha pHCKa, BKIIOYUTEIHO ,,KPUIITUPAHE HA JIMYHUTE AAHHU" U ,,CIOCOOHOCT 3a TapaHTHpaHe Ha
MOCTOSIHHATA MIOBEPUTEIHOCT, ISUIOCTHOCT, HAIMYHOCT M YCTOWYMBOCT HA CUCTEMUTE U YCIYTHTE
3a oopaborBane" (European Parliament, 2016).

B kxoHTekcTa Ha BBLHINHHUTE HOCHUTEIHW TE€3U M3UCKBAHUA CE KOHKPETU3UpPAT B CICIHUTC
3aABJDKCHUA: KPUIITHPAHEC HA BCUYKU NPCHOCUMU YCTpOfICTBa, CbAbpiKally JIMYHAU JaHHH (‘-IJIGH
32, maparpad 1, OykBa ,,a"); BoJIeHE Ha PETHCTHP HA JEHHOCTUTE 0 00paboTBaHE, BKIIFOUUTEITHO
MPEeHOCa Ha JAaHHU 4pe3 npeHocumu Hocutenu (wieH 30); yBeJoMsBaHE Ha HAJ[30pHUSI OpraH B
CPOK OT 72 yaca IpY YCTaHOBSIBAaHE HA HapYIICHUE HA CUTYPHOCTTA Ha JIAHHHUTE, BKIFOUUTEITHO
3ary0a Ha HEKPUNITHUPAH HOCUTEN C TUYHU AaHHU (WieH 33); U CUTYPHO M3TpPHUBAHE HA JTUYHHUTE
JaHHY TPU U3THYaHE Ha 1elTa Ha 00pabOTBaHETO WM MpPU MOUCKBaHE OT CyOeKTa Ha JaHHUTE
(unen 17 — ,,npaBo Ha uztpuBane") (European Parliament, 2016).

ISO/IEC 27001 Annex A mpenoctaBsi paMKaTa OT KOHTPOJIM, Ype3 KOSITO OpraHU3alMuTe MOTaT
na nemoHctpupar cboTBercTBUE ¢ GDPR. Kontponure A.8.3 (Handling of Assets), A.10.1
(Cryptographic Controls), A.11.2 (Equipment) u A.18.1 (Compliance with Legal and Regulatory
Requirements) ca nipsiko cBbp3anu ¢ ynpasieHueTo Ha npenocumute Hocurenu (ISO/IEC, 2022).

3.4. [IpakTH4ecKH NPUMEPHU U NMPENOPbKU

PeannuTe MHIMAECHTH, CBBpP3aHU C BBHIIHM 3allaMETSBAIM YCTPOMCTBA, WIKOCTPUPAT
MpaKTUYeCKaTa 3HAYUMOCT HA PHUCKOBETE M MEPKUTE, ONUCAHM B MPEAXOJHUTE PA3IAECIU.
AHanu3bT Ha KOHKPETHU Ka3yCH MO3BOJISBA U3BIMUaHe Ha Mpriiokumu oyku (Lessons Learned)
Y TIoT4epTaBa KPUTHYHOCTTA HA MOCIEI0BATEIHUS MTOIX0/] KbM HH(POPMAIIMOHHATA CUTYPHOCT.

Ka3yc 1: Stuxnet — nesienacodyena araka ypes USB Hocure

[Ipe3 2010 r. e OTKpUT KOMIIOTHPHUAT UepBell Stuxnet, KONTO € MPOeKTHpaH /1a caboTupa
MpaHCKaTa siApeHa MporpaMa 4pe3 araka Ha CHUCTEMUTE 3a yIpaBI€HUE Ha LEHTpodyrure B
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cropbxkeHueTo B Haran3. Stuxnet ce pasnpocrpansBa nmbpBoHavainHo upe3 USB dmam mamern,
eKCIUTOATUPANKKA YeTUPH HYJIeBH ys3BUMocTH (zero-day vulnerabilities) B Windows,
BKJIIOYUTEIHO ys3BUMOCTTa B oOpaborkata Ha LNK daitmoBe (CVE-2010-2568). Crnen
IIPOHUKBAHE B MpeXKaTa YepBesT CE Pa3MpPOCTPAHsBA JIATEPATHO M LIEIEHACOYCHO MoAudHIrpa
JIOTHKaTa Ha mporpamupyemure joruuecku kKourposnepu (PLC) na Siemens SIMATIC S7-300,
KaTo MPOMEHS CKOPOCTTa Ha BbPTEHE Ha HEHTPO(YTUTE, TOKATO €THOBPEMEHHO C TOBa M3Mpalla
HOPMAJTHHU TEJIEMETPUYHH JTaHHU KbM OIepaTopuTe. Pe3ynraTer € pu3mdecko yBpekKaaHE Ha
npuom3uTenHo 1 000 nentpodyrw.

W3Benenn moyku: Stuxnet 1eMOHCTpUpA, Y€ AOPU (PU3NYECKH M30JUPAHU MPEXKHU (air-
gapped networks) ca ys3BUMH upe3 BEKTOpa Ha NPEHOCHUMHTE YcTpoicTBa. WHIUACHTHT
nojyepraBa HeoOXOAMMOCTTa OT: cTpor KoHTpoal Ha USB mnoproBere B KpUTHYHU
UHPPACTPYKTYPH, CKAaHUPaHE HAa BCHUKU IMPEHOCHMHU HOCUTEINIW NIPEIH CBbp3BaHe, MpHIaraHe Ha
MPUHLMIIA HA MUHUMAJHUTE NPUBWIETMM M CETMEHTHMpAaHE Ha MpexaTa JAOpPU B paMKUTE Ha
W30JIMPaHU CPEH.

Ka3zyc 2: U3tnuane Ha nanuu ot Heathrow Airport (2017)

IIpe3 oxromepu 2017 r. xwuren Ha Jlommon orkpuBa USB duram mamer Ha ynwma B
3amajgHaTa 4yacT Ha rpafa. YCTpONCTBOTO ChIbpXa 76 ManKu ¢ HEKPUNTHpPAHA YyBCTBUTEIIHA
nHpOpMaNKs, CBbP3aHa ChC CUTYPHOCTTA HA JIETUIIE XUHTPOY — BKIIOYUTEIHO MapHIPYTH Ha
Kpajuliara, KapTH Ha TyHenute, paznucanHus Ha narpyin u CCTV nosunuu. Pascnensanero
YCTAQHOBSIBA, Y€ YCTPOWCTBOTO MPHUHAUIEKH HA CIY>KUTENl Ha JIETHILETO, KOMTO € KOomupal
JOKYMEHTHUTE 3a JIMYHa yrnoTpeda 6e3 pasperieHue. bpuTaHCKUAT opraH 3a 3alliuTa Ha JaHHUTE
(ICO) nanara rno6a ot 120 000 maynna va Heathrow Airport Holdings 3a Hapymenue na Data
Protection Act 1998, kaTto M3pHW4YHO MOCOYBa JHIICaTa Ha KPUITUPaHE Ha MPEHOCUMUTE
YCTPOMCTBA U HEAJIEKBATHUTE MOJIMTUKU 32 KOHTPOJI KaTO OCHOBHU NPUYMHM 3a HHLIUJECHTA.

N3Benenu noyku: Cinyyast ¢ XulTpoy WIIOCTpUpa KOMOMHUPAHUS e€(eKT Ha YOBEILKUS
dakTop M JHICcaTa Ha TEXHHUYECKH KOHTPOJIH. 3aIBJDKHUTETHOTO KPUNTHpPAaHE HA MPEHOCUMHTE
yCTpOMCTBa OM HampaBWJIO JAHHUTE HEYETHMMH 3a BCEKHM, KOWTO HamMepu YCTPOUCTBOTO.
WuBentapuszanusara u device whitelisting 6uxa npeaoTBpaTuiv KONMUPAHETO Ha Kiacu(uIpaHa
uHpopmanus Ha Heo100peH HocuTen. O0yYeHHeTo Ha epcoHalla OTHOCHO PUCKOBETE OT MTPEHOC
Ha JJaHHYU W3BBH KOPIOpAaTUBHATA Cpejia € OT KPUTUYHA BAXKHOCT.

Ka3syc 3: Ycnemno sHeapsiBane Ha Device Control B IBM

IBM e cpen mbpBuUTE IN100aTHU KOPIOPAIMK, BbBEIU LAJIOCTHA MOJUTHKA 3a 3a0paHa Ha
IIPEHOCUMUTE 3arnameTsiBamy ycrpoiictsa. [Ipe3 2018 r. komnanusTa o0sBsiBa riaobanHa 3abpaHa
3a M3MOJI3BaHE HAa CMEHSEMHU HOCHTENHW 3a JaHHU OT BcUukute cu mpudnuszurensHo 350 000
ciyxkutenu. llonutukara ce peanusupa upe3 komOuHanus or GPO orpanmyenus, MDM
nonutuku, DLP (Data Loss Prevention) arentu Ha kpaitnute Touku 1 SIEM monuTopunr. Kato
antepHatuBa Ha (Qusnyeckute Hocutenu IBM mpepoctaBs Ha ClyXUTENWTE CU JOCTBI 0
BBTpenIHa obnavyHa ruiatrgopma 3a curypeH tpancdep Ha daitmoBe. Criopes; BbTPEIIHHA TaHHA HA

32



KOMITaHHMATA, Ta3U MsApKa € JOBEJIa 10 50% namaneHue Ha HHIUICHTUTEC, CBbP3aHH C U3THYAaHC Ha
JaHHHU 49pE3 MPCHOCHUMHA HOCUTEIIU, B paMKUTC HAa IbpPBaTa roanHa OT BHCAPABAHETO.

W3Benenn noyku: Cryuast Ha IBM mnokasBa, ye 1psutocTHaTa 3abpaHa Ha MPEHOCUMUTE
HOCHUTEIIN € PeaMCTUYHA JIOPU B INI0OAHA OpraHM3alus OT TO3W Malad, MpU yCIOBHE Ye Ce
IIPEIOCTABH aJIeKBaTHA aJTEpHATUBA 3a JETUTUMHUTE OM3HEC HYKIU. YCIEXBT HA MOJIUTUKATA
3aBUCH OT KOMOMHAIUATA MEXKAy TexHudecku KoHTpoiau (GPO, DLP), agxMuHuCTpaTUBHU MEPKH
(monuTHKHU, 00y4YeHHEe) U OCUTYpsIBaHE HA yI0OHU alTepHATUBHU KaHAIU 3a IPEHOC Ha JTaHHU.

HNHcTpyMeHTH 32 MOHUTOPUHT

EQexTHBHUAT MOHHMTOPHMHI Ha JACUCTBHATa C NPEHOCHMH YCTPOICTBa H3HMCKBa
CHeLMaIu3UPaHN HUHCTPYMEHTH, KOUTO OCUTYPSIBaT BUIUMOCT, KOHTPOJI M OAUTHA CIIEA.

USBGuard e uHCTpyMeHT ¢ OTBOpeH Koj 3a Linux, xoiiTo peanusupa Oenu U 4epHU
cnucbiin 3a USB yctpoiictBa Ha HuBo sanpo. USBGuard mpexBama ycrpoiicTBarta mnpeau
3apek/iaHe Ha JpaiiBepa U MO3BOJIsIBA WU OJIOKMpPA IOCTHIIA CIIOPE] IPEABAPUTEITHO NeUHUPAHU
npaBwia, O6azupanu Ha VID, PID, cepuen Homep, unHTepdeliceH Kiac U ApYrd aTpuOyTH.
WNucTpymMenTsT nopabpxa nHtepaktuBeH pexum (IPC), B koHTO agMHUHMCTpaTOpPHT MOJydaBa
W3BECTHUE U PHYHO 0/100psBa WM OTXBBHPJIL HOBO YCTPOMCTBO.

Windows Device Control (Microsoft Defender for Endpoint) mpenocrass nieHTpanu3upano
ylpaBjIeHUE Ha TOJIMTUKUTE 3a MPEHOCHMMM YCTpoiicTBa B KoprmopatuBHa Windows cpena.
Pemienuero no3BosisiBa rpaHyJIMpaH KOHTPOJ — pa3peliaBaHe, OJIOKMpaHe WK OrpaHUYaBaHe /10
yereHe (read-only) 3a KOHKpeTHH KiacoBe ycrpoiictBa, VID/PID komOuMHanuu WiIu OTAETHH
ycTpoiicTBa. Benuku neiicTBust ce xKypHaiaupaT M Morar Jia ce Buszyanusupar B Microsoft 365
Defender noprana.

Endpoint DLP (Data Loss Prevention) pemenusita — BkiatountenHo Microsoft Purview
DLP, Symantec DLP u Digital Guardian — npociensBat u KOHTPOJIUPAT OTOKA HA YyBCTBUTEIHA
uHpopMalMsg KbM NpeHOCUMH ycTpoicTBa. DLP areHTuTe aHanmusupaT ChAbP)KAaHUETO Ha
¢ailnoBere B pealHO BpeMe M IpujaraT MpaBuia, 6a3upaHy Ha KiacH(UKalusATa HA JaHHUTE —
HanpuMmep OJOKMpaHe Ha KomupaHe Ha (Qaiinose, chabpxkamu EI'H niamn Homepa Ha KpenuTHH
kaptu, kbM USB HOcuTen.

SIEM mnardopmutre (Splunk, Graylog, Elastic SIEM) ocurypsiBar neHTpaau3upaHa
arperauus, Kopejlanus W BHU3yalu3allds Ha ChOUTHSATAa OT BCHUYKU KpailHM Touku. [IpumepHa
3asiBKa 3a ThbpceHe Ha USB cb0uTus B Splunk:

index=windows sourcetype=WinEventLog:Security EventCode=6416
| stats count by Device Description, Account Name, ComputerName

| sort -count
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Ta3u 3asBKa U3BIMYA BCUYKH CHOUTHS 3a CBBbp3BaHe Ha HOBO PnP ycrpoiictBo (Event ID

6416), rpynupa ru 1Mo onMcaHue Ha yCTPOHUCTBOTO, MOTPEOUTEN M KOMITIOTBD U TH MOJPEXK/Ia 1O
4ecToTa — KOeTO M03BOJIsABa Obp30 UACHTU(DUIIMpaHE Ha AaHOMATTHU MOJIEJIH.

CrenHusT 4exiucT 0000IaBa KIFOYOBUTE MEPKM 3a YIpPABICHHE HAa NPEHOCHMUTE

3armaMeTsBalll YCTPOUCTBA, KATO BCAKA MPAKTHUKA € CBbp3aHa ¢ exHa oT nerre GyHkiuu Ha NIST
Cybersecurity Framework (NIST, 2024)

Tabauua S. Yexnucr ¢ 1o6pu npaktuku u cbotBercTBHE ¢ NIST CSF

Ne

10

‘ Jlo6pa npakTrKa

ITonabpikaHe HAa MHBEHTAPEH PETUCTHP HA BCUYKHU IPEHOCUMHU YCTpOicTBa
C YHUKQJIHU UACHTU(DHUKATOPH

KJ'IaCI/I(I)I/IKaI_II/ISI Ha JaHHUTC 11O HUBO HA YYBCTBUTCIHOCT IIPEAU
CbXpaHCHHNC HAa MPEHOCUM HOCHUTCII

Kpuntupane Ha BCHUKH peHOCHME yeTpoiicTa upe3 AES-256 (BitLocker,

VeraCrypt, LUKS)

[Ipunarane Ha Device Whitelisting — pa3pemaBane camo Ha 0100peHI
yctpoiicta (mo VID/PID/cepuen Ne)

JHeaxtuBupane Ha AutoRun/AutoPlay 3a Bcrmuku cMeHsieMH yCTPOHCTBA B
1sU1aTa OpraHu3alys

ABTOMaTHIHO AHTUBUPYCHO CKaHHUPAHEC IIPH BKJIHOYBAHE HAa NIPCHOCUM
HOCHUTCJI

Mouutopurr Ha USB cs6utus upes SIEM ¢ HacTpoeHn mpaBmia 3a
aHOMaJIHA aKTUBHOCT

JlokyMeHTHpaHa Ipolelypa 3a peakuus Mpyu HHIHJICHT C IPEHOCHMO

YCTPOHCTBO

[Ipunarane Ha cTparterus 3-2-1 3a pe3epBHU KONHMSI C BKJIFOUBAHE Ha IMIOHE
€/IMH BBHIIIEH HOCUTEJ

CurypHo n3tpuBane Ha ganuu (Clear/Purge/Destroy) npenn u3in3zaHe oT
ynorpeba, ceriaacHo NIST SP 800-88

NIST CSF ¢ynkus

Identify (ID)

Identify (ID)

Protect (PR)

Protect (PR)

Protect (PR)

Detect (DE)

Detect (DE)

Respond (RS)

Recover (RC)

Recover (RC)

3.5. CpaBHHTeJIeH AHAJIMU3 HA PCHICHHUSA 34 3allUTA HA BBbHIIHA HOCUTEC/IH

Omnucanute B TNPEAXOJHUTE TMOApPA3AETd MEpPKH 3a 3almTa — KPUITHPaHe,

aaMHUHHCTpaThBeH KOHTpod, Device Whitelisting — ce peanuzupat upes3 pa3inyHu TEXHOJIOTHYHU

peuiceHus, BCAKO OT KOUTO HNPUTCIKABA CHCI_II/I(l)I/I‘-IHI/I npeauMCcTBa U OrpaHUYCHUS. Ta6JII/II_Ia 6
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npeacraBsa CbIIOCTaBKa Ha IIETTC OCHOBHH PEIICHHUA 110 YCTUPU KPUTEPHA: MMOAABPIKAHA
l'I.]'IaT(bOpMa, BB3MOXHOCT 3a HCHTPAJIHO YIIpaBJICHUEC, ICHOBHU MOJCI 1 HUBO Ha 3alllyTa.

Tadauua 6. CpaBHUTEJICH aHANIM3 HA PEIICHUS 32 3alllUTa Ha BHHIIHUA HOCUTENIN

Pemenne ITnardhopma Hentpanno ynpasneHue llena HuBo nHa 3amura
BitLocker To Go Windows Pro/Ent = Jla (AD/GPO) Brxmouena 8 OC Bucoxka
VeraCrypt Win/Linux/macOS = He Besmnataa (FOSS)  MHoro Bucoka
LUKS (dm-crypt) Linux He besmnaraa (FOSS)  Bucoka
GPO/MDM xontpon = Windows/Azure Ja Bximrouena/nunens  Bucoxka

USB Whitelisting Windows/Linux Ha Bapmupa Cpenna—Bucoka

3abenexcka: Husomo na sawuma e 060b6wena oyenka, 6A3UPana Ha KOMOUHAYUSIMA OM KPUNMo2pagcka cuid,
YCMOUMUBOCI HA AMAKY U 3PANOCI HA MEXHOA02UAMA.

BitLocker To Go e npeanounTtanust u300p B xoMoreHHn Windows cpenu, yrnpaBisiBaHU
gype3 Active Directory. Wnrterpanmsata ¢ GPO mno3BoisiBa HEHTpaJM3MpaHO HalaraHe Ha
3aJIBJDKUTEITHO KPUIITUPAHE 32 TIPEHOCUMHU HOCUTEIIM, aBTOMAaTHYHO apXMBHpAHE Ha KIFOYOBETE
3a Bp3cTtanoBsiBane B AD DS u ogut Ha onepanuute. OCHOBHOTO OrpaHUYEHHUE € IIaTdopMeHaTa
3aBHCUMOCT — KPUTNITUPAHUTE HOCUTEIIHN C€ OTKITIOYBAT HAaTUBHO camo B Windows Pro u Enterprise,
a B macOS u Linux e HeoOXoaum codTyep OT TPETH CTPaHU C OrpaHWYeHa (YHKIIMOHATHOCT
(Microsoft, 2024d).

VeraCrypt mnpenoctaBs Hail-BUCOKO HHBO Ha TI'bBKAaBOCT M KpumnrTorpadcka cuia.
[Monaprikkara Ha kackagHu anroputmu (Hanpumep AES-Twofish-Serpent), ckputu TomoBe
(hidden volumes) u mpeHocum pexkum (traveler mode) ro mpaBsST MOAXOSAII 3a CIEHApUU C
MOBUIIIEHW H3HMCKBaHUA 3a CUTYpHOCT. CBIIEBPEMEHHO JIMIICaTa Ha LIEHTPAJHO YIIPaBJICHHE
OrpaHUYaBa MPWIOXKHMOCTTA My B TOJIEMH OpraHM3allMd — BCEKHU MOTpeOUTEN YINpaBisBa
KPUITHPAHETO CaMOCTOSTENIHO, KOETO YBelIMyaBa prcka oT yosenika rpeuika (IDRIX, 2023).

LUKS (Linux Unified Key Setup) e ctanaapTHOTO pellieHHe 3a KpUIITHpaHe Ha OJIOKOBHU
ycTpoiictBa B Linux cpena. C noaapbixka Ha 10 OCEM KIIOYOBHU CI0Ta M CbBPEMEHHH aJITOPUTMHU
3a nepuBanus Ha kiodoBe (Argon2id) LUKS ocurypsiBa HamexaHa 3anura. OrpaHUYeHUETO €
a”anoruuHo Ha BitLocker — nunca Ha HaTMBHA Kpoc-Tu1aTopMeHa CbBMECTUMOCT.

GPO/MDM «koutponsT upe3 Group Policy Objects (B Windows) wnm pemieHus 3a
ynpaBiieHue Ha MOOWJIHHU ycTpoiicTBa kato Microsoft Intune (B XxuOpuaHu U 00JauHU CpEH)
MO3BOJISIBA [EHTPAIM3MPAHO VYIPABICHWE Ha JOCTBIIA JO MPEHOCHMH HOCHTENIH 0e3
HEOOXOJMMOCT OT KPHITUPaHE Ha CaMOTO YCTpoicTBO. Te3w MONMUTHKK paboTSAT Ha HUBO
OTIepallMOHHA CUCTEMa W MpaBOIpHUjIaraHe, a He Ha HUBO JaHHHU, KOETO O3HAaJYaBa, ue 3alliTaBaT
OT HEOTOPH3HpPAH JOCTHII, HO HE M OT MOCIECIUINTE TpH (QHu3MUecKa Kpax0a Ha Bede 3alrcaHu
JaHHU.
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USB Whitelisting (Device Whitelisting) e ngombiiBama Mspka, KOSTO OIpaHHYaBa
CBBP3BAHETO CaMO JI0 MPEABAPUTEIHO OJ00peHH ycTpoiicTBa, uaeHTudumpanu mo Vendor ID,
Product ID u cepuen nHomep. B Windows T4 ce peanuzupa upe3 GPO unu Microsoft Defender for
Endpoint Device Control, a B Linux — ype3 USBGuard. HuBoTo Ha 3ammra 3aBUCH OT
CTPUKTHOCTTa HAa MHBEHTAPHUS PETUCTBP M OT yCTOMYMBOCTTA HA MICHTU(UKATOPUTE CpEILy
noamnpassine (spoofing).

B mpakTtuuecku ycioBHs ONTHMAalHATa CTpaTerusi KOMOMHUPA HIKOJIKO OT M30pPOEHUTE
pemienust. 3a kopnoparuBHa Windows cpena ¢ Active Directory nmpenopbruuTeiHaTa KOMOMHAIIHS
BimrouBa: GPO 3a orpanmdyaBane Ha nocThhia mo posu (pasmen 2.2.6), BitLocker To Go 3a
3aIBJDKUTEIIHO KPUIITUpaHe Ha onoOpeHuTte ycrpoiictBa m Device Whitelisting 3a momyckane
caMO Ha WHBEHTApU3WPaHW HOCUTENH. TO3M TPHUCTBIKOB MOJET aIpecupa €IHOBPEMEHHO
KOHTpOJIa Ha 1oCcThIA (KOM MOXe /1a M3M0JI3Ba yCTPOCTBA), 3alUTaTa Ha JaHHUTE (KpUIITUPaHEe
B [IOKOI1) U yIIpaBJI€HUETO HA yCTpoMcTBaTa (CaMO 0JI00pEHN HOCUTEIIN).

3.6. IlpakTuuecka nemoncrpanusi: GPO konrpoa u BitLocker To Go B cpena
Ha Active Directory

JlemoHcTpanusaTa ce u3BbpinBa B cpena Ha Windows Server ¢ Active Directory Domain
Services (AD DS). [lemoncTpanusaTa o0xBailia: cb3/1aBaHe Ha OpraHu3annoHHa cTpykrypa (OU)
C JBe rpymnu norpedurenu, koHpurypupane Ha GPO 3a 3a0pana Ha 3amuca 3a HEOTOPU3HPAHU
noTpeOuTenyu U Hanarane Ha 3aabiokuTento BitLocker To Go kpuntupase 3a OTOpu3UpaHuTe.

Crbnka 1. Oprannzanuonsa crpykrypa (OU)
B Active Directory Users and Computers (dsa.msc) ce ch3/1aBa ciiefHaTa nepapxus:
Domain: corp.local
L— OU: USB-Policy
I— OU: USB-Allowed (morpeOutenu c mpaso Ha 3anuc Bbpxy USB)
| L— Security Group: GRP_USB_Allowed
L— OU: USB-Blocked (morpe6urenu 6e3 npaso Ha 3amic Bbpxy USB)
L— Security Group: GRP_USB_Blocked

Paznpenenenuero Ha morpedbutenure mexay asere OU ompenenst npunoxkumuss GPO.
[ToTpebuTtenu, KOUTO MO €CTECTBOTO HA paboTaTa CU UMAaT HYy>kJla OT IpeHoc Ha JaHHu upe3 USB
(wanp. UT agmunucTtparopu, nunxxeHnepu), ce BkatousaT B GRP_USB_Allowed. Benuku octananu
notpedurtenu ce pasnosnarat B GRP_USB_ Blocked.
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Crbnka 2. GPO 3a 3a0pana na 3anuca — ,,USB-Block-Write"

B Group Policy Management Console (gpmec.msc) ce cb3naBa HoB GPO ¢ ume ,,USB-Block-
Write" u ce cbp3Ba (Link) ¢ OU: USB-Blocked.

Hactpotiku:
1. OtBopere Group Policy Management Editor

2. Hasurupaiitre no: Computer Configuration — Policies — Administrative Templates —
System — Removable Storage Access

3. AKTUBHUpANTE CICTHUTE HACTPOUKU:
a. Removable Disks: Deny write access — Enabled
b. CD and DVD: Deny write access — Enabled
c. Tape Drives: Deny write access — Enabled

4. Hasurupaiite no: Computer Configuration — Policies — Windows Settings — Security
Settings — Advanced Audit Policy Configuration — Object Access

5. AxrtuBupaiite: Audit Removable Storage — Success, Failure

Tasu koHdurypanuss mno3BoisiBa Ha mnortpedburenmure ot OU: USB-Blocked na werar
ceabpkanneTo Ha USB ycrpoiicTBa, HO 3a0paHsiBa 3amucBaHeTo. Bceku omut 3a 3amuc ce
or6enszea B Windows Event Log.

5[ Local Group Policy Editor
File  Action ‘iew Help

I EN TR

1 Logon Setting - State Comment
°| Mitigation Options
5[] MetLogon

&£ WPD Devices: Deny write access Not configured Mo
i WPD Dewices: Deny read access Mot configured Mo

= zl—l;;\;lhues ape Drives: Deny write access Enabled Mo I
| PIN Complesity ape Drives: Deny read access ot configured o

5 ] Power Management ape Drives: Deny execute access Not configured Mo
7 Recovery ettime (in seconds) to force reboot Mot configured Mo

Rernote Assistance ermovable Disks: Deny write access Enabled Ho I

| Rernote Procedure Call
_ Rernovable Storage Access

ernowvable Disks: Dery read access Mot configured No

ernovable Disks: Deny execute access Mot configured o

7 Scripts loppy Drives: Deny write access Mot configured Mo
| Security Account Manager (| Floppy Drives: Deny read access Mot configured Mo
7 Server Manager ] Floppy Drives: Deny execute access Mot configured No
» [ Service Control Manager Settings (| Custom Classes: Deny write access Mot configured Mo
1 Shutdown | Custom Classes: Deny read access Mot configured Mo
1 Shutdown Options I_ CD and DVD: Deny write access Enabled Mo
| Storage Health [ CO and DVT) Deny read access Mot configured Ho
| Storage Sense ) €0 and DVD: Deny execuute acress Mot configured Ho

@Due. 1: Expanna cuumxa om Group Policy Management Editor

Crbnka 3. GPO 3a 3aabixurenno kpunrupane — ,,USB-Require-BitLocker"
Cw3nasa ce sropu GPO ¢ ume ,,USB-Require-BitLocker" u ce cepp3Ba c OU: USB-Allowed.
Hacrpoiiku:

1. Hasurupaiite no: Computer Configuration — Policies — Administrative Templates —
Windows Components — BitLocker Drive Encryption — Removable Data Drives
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2. AxTuBHpamTe:
a. Deny write access to removable drives not protected by BitLocker — Enabled
b. Control use of BitLocker on removable drives — Enabled

i. Allow users to apply BitLocker protection on removable data drives —
Checked

c. Choose how BitLocker-protected removable drives can be recovered — Enabled

i. Save BitLocker recovery information to AD DS for removable data drives
— Checked

3. Hasurupaiite no: Computer Configuration — Policies — Administrative Templates —
System — Removable Storage Access

4. Removable Disks: Deny write access — Not Configured (3amuchT € pa3perieH, HO camo
clie]] KpUITUPAHE)

Ta3u koHdurypamnus no3sosnsia Ha notpedutenute or OU: USB-Allowed na usnomssar USB
YCTPOMCTBA 3a YETECHE U 3alliC, HO CaMo IPH YCIIOBUE, Y€ HOCHTENAT € KpuntupaH ¢ BitLocker.

[Tpu cBbp3BaHEe HAa HEKPUIITUPAHO YCTPOHCTBO CHCTeMaTa npejiara aktuBupane Ha BitLocker To
Go.

"i:,?( Before you can save files on this drive, you need to encrypt it
"™ using BitLocker

—> Encrypt this drive using BitLocker Drive Encryption

The drive will be read-only until encryption is complete.
—> Don't encrypt this drive

You can open files that are already on the drive, but won't be able to save
new files on it. IE

What is BitLocker Drive Encryption?

@Due. 2: [luanoeos nposopey 3a akmusupare na BitLocker npu cevp3eane na Hekpunmupano ycmpoucmaeo.

H3mounuxk: Microsoft Learn (2024)

Crbnka 4. [lpunarane u Bepuduranus

Cnen cp3naBaneto Ha GPO oGekTute ce mpuiarat kpMm neiesute OU:
1. Wsmwanere gpupdate /force Ha TecToBa pabOTHA CTaHIIMS, YWieHYBAIIa B choTBeTHaTa OU
2. PecraptupaiiTe paboTHaTa CTaHIIMS 3a IIBJIHO MPHJIATaHE HA TTOJIUTUKUTE

3. Bepudunmpaiite upe3 gpresult /r, ue cboTBeTHUAT GPO € npunoxen
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Crbnka 5. OuakBaHu pe3yJaTaTu

Tabnuua 7. CpaBHEHHE Ha 1OCTBIIA JO IPEHOCUMH YCTPOMCTBA I10 POJIU

Oneparus USB-Allowed (GRP_USB_Allowed) @ USB-Blocked (GRP_USB Blocked)
Yerene ot USB yctpoifctBo = Pasperieno Paspemieno

3aHI/ICu BBPXY USB Pa.13pemeHo (camMo Tpu aKTHUBUpaH 3abparerio (Deny write access)
YCTPOHCTBO BitLocker)

Kpunrupane ¢ BitLocker To

Go 3aXBIDKUTEITHO 32 3aITic He e npunoxumo

Onut (Event Log) Ha—Event ID 4663 (ycnemen nocten) Ja — Event ID 4663 (oTka3aH 10CTbIT)

Cuenapuii A — Oropusupan norpeduren (OU: USB-Allowed):

[Totpebutensat cebp3Ba USB ¢dnam namer. Ako HocuTensT Bede € Kpuntupas ¢ BitLocker,
cucTeMaTa M3MCKBa Maposia 3a OTKIIOUYBAHE, CJIE]l KOETO MPEAOCTaBs MIbJIEH JOCTHII 32 YETEHE U
3anuc. AKO HOCUTEIIAT HE € KPUIITHUPAH, CUCTEMATa IIOKa3Ba JUajIoroB MPO30pel] 32 aKTUBUPAHE
Ha BitLocker To Go ¢ u360p Ha naposia (MUHUMYM 8 CUMBOJIa) ¥ METO/I 32 apXUBUPAHE Ha KJII0Ya
3a Bp3craHoBsABaHe (AD DS). Cnen ycnemHo KpuntupaHe 3aluchT € pa3pelieH.

Cuenapuii b — Heoropusupan norpeduren (OU: USB-Blocked):

[Torpeoutensat cebp3Ba USB ¢dnam nmamer. Cucremara pasno3HaBa YCTPOWCTBOTO H
paspelaBa yeteHe — QaitioBere ce BixkaaT B Explorer u Mmorat na Obaat otBopeHu. [Ipu onut 3a
KonupaHe Ha (aill BbpXY YCTPOWCTBOTO WIIM 32 Ch3JlaBaHEe HAa HOB (ailyl cucTemara ImokKas3Ba
crobmenue ,,Access Denied" (JloctenbT € oTka3aH). B Event Viewer ce 3anucsa Event ID 4663
¢ pesynrar ,Failure", cpabpkam uHbOpMaIus 3a MOTPEOUTENs, YCTPONUCTBOTO U BPEMEBUS
Mapkep.

'

Location is not available X

@ Z:\ is not accessible.

Access is denied.

Due. 3: Cvobwenue ,, Access Denied" npu onum 3a sanuc om nompeoumen ¢ OU: USB-Blocked

Hzmounuk: Windows Report — Location Is Not Available Access is Denied
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4. SAKVIIOYEHUE

Hacrosmara aunnomna pabora mpelcTaBs LAJOCTEH aHAIM3 Ha YMNpPaBICHHETO Ha
BBHIIHUTE 3allaMeTsBallll yCTPOWCTBA, OOXBallall KaKTO TEXHOJOTHYHHUTE OCHOBH, Taka U
MPAKTUYECKUTE aCMEeKTH Ha TAXHATa CUTYpHa eKCIUIoaTalMsl B ChbBpeMEHHaTa MH(pOpMaIMOHHA
cpena. M3cnensaneTo cienBa CTPyKTypHUpaH MOAXOA — OT KiacuduKaluaTa Ha yCTpoiicTBaTa u
TEXHUTE XapaKTEPUCTUKU, IIPE3 CHUCTEMHATa UHTErpalMs W CpPaBHUTEIHUS aHaliu3, 10
UACHTU(UIIMPAHETO HA PUCKOBETE M (POPMYJIMPAHETO HA KOHKPETHU MEPKH 32 3aIUTa.

B TeopernunaTa yacT ca pasrienaHu IeTTe OCHOBHHU KaTeropuu BhHIIHU HocuTenu — USB
(dnam nmametn, TBEpAOTETHU AUcKoBe (SSD), TBbpau nuckoBe ¢ MaruuTeH 3anuc (HDD), kaptu ¢
nameT (SD) u ontuunm Hocutenu (CD/DVD). AHaM3bT HA TEXHUYECKUTE XaPAKTEPUCTUKH —
CKOpOCTH Ha ueTeHe u 3amuc, uHtepdericu 3a cBpp3Bane (USB 2.0/3.x, SATA III, NVMe,
Thunderbolt), kanmanuTer, TaTEHTHOCT U HAJEKIHOCT — MOKa3Ba, Y€ BCSIKA TEXHOJIOTHS 3aeMa
orpeJiesieHa HUINA, OIpenesieHa OT OamaHca MEXIy MpPOM3BOIUTEIHOCT, MOOWMIIHOCT, II€HA U
nbarorpaiiHocT. He chliiecTByBa YHUBEPCAIIHO ,,Hail-100p0" yCTpOICTBO; ONTUMAIHUAT U300D €
(GyHKITUS Ha KOHKPETHUTE M3UCKBAHUS HA TIOTPEOUTEIIS MIT OPraHU3alusiTa.

W3cnenBaHero Ha JpaiiBepuTe W CUCTEMHATa MHTErpalusl pasKpHBa, uy€ TPUTE BOACLIH
onepaunoHHu cucteMu — Windows, Linux 1 macOS — peanusupar noJipbKKaTa Ha BbHIIHUTE
Hocutenu 4pe3 paznuyau mexanusmu (USBSTOR.SYS, udev/kernel modules u I/O Kit), kato
BCSIKA OT TAX MIPEJOCTaBs crieu(pUYHU Bb3MOKHOCTH 3@ KOHTPOJ Ha focThna. [lpouecst Ha USB
enumeration u TexHonorusaTa Plug and Play ocurypsBar aBTOMaTHYHO paslO3HABaHE U
MOHTHpPaHE, HO CBIIEBPEMEHHO pa3MIMpsSBAT MOBBPXHOCTTAa HA araka — BCSKO CBBP3aHO
YCTPOICTBO € MOTEHLMaJIeH BEKTOp 3a KOMIIpOMETHpaHe Ha cucremata. M300pbT Ha (aiinosa
cucrema (FAT32, NTFS, exFAT, ext4, APFS) nupektHo Biusie BbpXy HUBOTO Ha 3alllUTa, KaTo
¢aitnoBure cucremMu 6e3 KypHaJuHr W KoHTpon Ha goctbna (FAT32, exFAT) cw3masar
JON'BJIHUTEITHH PUCKOBE.

CpaBHUTENHUAT aHalIM3 Ha NETTe KaTeropuM YCTPOMCTBA IOTBBPXKIABa, 4e
TEXHOJIOTUYHOTO MHOT000pa3ue N3NCKBa JU(epeHLpaH MOIX0l KbM yIpaBiIeHUEeTo. BbHITHUTE
HDD nuckoBe ocTaBat onTHMaIHH 32 MAaCOBO apXHMBHPAHE MTOPAIM HUCKATA CH IIeHA 3a TUTa0aiT,
SSD ycrpoiicTBaTa ca 6e3aITepHaTUBHM IIPU HY’KJa OT BUCOKa ckopocT, USB ¢dnam namerure ca
Hal-MpakTUYHUSAT BapuUaHT 3a €XeJAHEeBeH oOMeH Ha (aiinmoBe, SD kaprure aAoMuHUpAT B
MOOMJIHATA E€KOCHUCTeMa, a ONTHUYHUTE HOCHTENIM 3ama3BaT HHIIATa CH B JABITOCPOYHOTO
apXUBHpaHE C TapaHTHPaHa HEM3MEHSEMOCT Ha 3aIlnca.

IIpakTyeckara yact Ha paboTaTa JIEMOHCTpUpPA, Y€ PUCKOBETE, CBBP3aHU C BHHIIHUTE
HOCHTENIM, 0OXBamaT MeT OCHOBHU KaTeropuu: (pU3MUYECKH TMOBPEAH, 3allIaXd OT 3JIOBPEICH
codryep (BxmrounTesHo panchbmyep u BadUSB ataku), 3ary6a Ha 1aHHH, HEOTOPHU3UPaAH JOCTHIT
1 YoBew KU (pakTop. MaTpunara 3a olieHKa Ha pucKa, u3rpajaeHa no merononorusra Ha NIST SP
800-30 u ISO/IEC 27005, uaentudunupa 3apa3siBaHeTo cbe 310BpeneH codryep upe3 USB u
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Kpaxxbara uinu 3arybara Ha HEKPUITHUPAH HOCUTEN KaTO PUCKOBE C KPUTHYHO HUBO, U3UCKBAILIU
MIPUOPUTETHO aJIpeCUpaHe.

[IpemiosxkeHuTe MEpKH 3a 3amuTa (GOpMUPAT MHOTOIIIIACTOB MOJIEIN, CJIE/ABAL IPUHLIUIIA
Ha 3amuTa B 1pia00ounHa (Defense in Depth). Kpuntupanero Ha qannu B mokoit — upes BitLocker
To Go, VeraCrypt unu LUKS — HeyTpanusupa nocieauuute ot ¢puszndecka 3aryda mim Kpaxoa.
AHTHBUpYCHATa 3alMTa W aBTOMAaTUYHOTO CKaHWpaHE NpPU BKIIOYBAHE HA YCTPOHCTBO
NPOTHBOJICHCTBAT Ha 3aIUIaXUTe OT 370BpeaeH copryep. CTparerusra 3a pesepBHU Konus 3-2-1
OCUTypsiBa BB3CTAHOBSIEMOCT IpH 3aryba Ha naHHH. KoHTpombT Ha gocthma — upe3 Device
Whitelisting, neaktuBupane Ha AutoRun/AutoPlay u poneBu kontposn (RBAC) — orpannuaBa
MOBBPXHOCTTA HA aTaKa.

OpranuzanuonHara pamka, Bkimousama Device Control MOMMTHKHA, aqMHUHUCTPATUBEH
koHTpoa upe3 GPO u MDM, oauTHH npouexypy U MPOLECH 3a CUTYPHO M3TPUBAHE Ha JaHHU
cerimacHo NIST SP 800-88, ocurypsBa cucreMHOCT U nipociiequMocT. CbotBercTBueTo ¢ GDPR
(Pernmament (EC) 2016/679) u ISO/IEC 27001 rapanTupa HOpMaTHBHATa aJeKBAaTHOCT Ha
MIPEIJIOKEHUS] MOJIEIN 3a YIIPaBICHUE.

AHanu3bT HAa peaJlHd HWHUUICHTH TOTBBbp)KAAaBa MpPaKTUYECKaTa 3HAYMMOCT Ha
u3cneaanure Bblpocu. Ciydadar Stuxnet (2010) nemonctpupa, ye 10pu GU3NUECKU U30JIUPAHU
MpexH (air-gapped) ca ysa3BUMH Upe3 BEKTOpa Ha MPEHOCUMHUTE YCTPOWCTBA, KATO MOCIEAUIIUTE
MoraT Jia 3acerHaT KpUTH4YHAa HWHOpacTpykTypa. WHIMmeHThT c serume Xwuidtpoy (2017)
WIIOCTpUpa KOMOMHUPaHUs epeKT Ha YOBEIIKKs (aKTOp U JMIcaTa Ha TEXHUYECKU KOHTPOIU —
Hekpuntupad USB HocuTen ¢ 4yBCTBUTEIHA MH(OpPMAIMs € OTKPUT Ha IMyOJUYHO MSCTO,
Bozeliku 1o rno6a or 120 000 maynpa. Ycnemnust onuT Ha IBM ¢ mbiaHa 3abpana Ha
npeHocumute Hocutenu 3a 350 000 cimyxuTenu noKa3Ba, 4e LSJIOCTHUAT MOAXO0]L € PEATMCTHYEH
JI0pu B rioOaneH Mmamad, OpU yCIOBHE Ye Ce MPeloCTaBAT aJCKBaTHHU aJITEPHATUBU 32
JIETUTUMHUTE OU3HEC MPOLIECH.

YexnucrbT ¢ naeceT JO00pH NPAKTHKH, CbIocTaBeH ¢ mnerre ¢yHkiuuun Ha NIST
Cybersecurity Framework (Identify, Protect, Detect, Respond, Recover), npenocrass npunoxuma
METOAMYECKa OCHOBA 3a OpraHU3alMy OT pa3indeH Mamal. IHBeHTapu3alusTa Ha yCTpoiicTBaTa,
KiIacuukanuaTa Ha JIaHHUTE, 3aJbJDKUTENIHOTO  Kpunrtupane, Device Whitelisting,
aHTUBHUPYCHOTO ckaHupaHe, SIEM MOHUTOPHHIBT, MpPOLEIypUTE 3a pEaKUus NPU WHIUJIEHT,
CTpaTerusTa 3a pe3epBHU KOIUS U CUTYPHOTO U3TPUBAHE Ha JaHHU (JOPMUPAT LSIIOCTHA CUCTEMA,
MOKpHWBAIIa )XKU3HEHUS IIUKBI Ha MHPOPMAIMOHHATA CUTYPHOCT.

Bb3 ocHOBa Ha NpOBENEHOTO H3CiIEIBaHE Morar Aa ObaaT (OpPMyIHpaHH CIEIHUTE
OCHOBHU U3BOJU:

1. BbHmHHTE 3amaMeTsBalld  yCTPOWCTBA  OCTaBaT  KPUTHYEH  KOMIIOHEHT  OT
uHpOpMallMOHHAaTa MHQPACTPYKTypa, BBIOPEKH HapacTBamlata IMOMYJIIPHOCT Ha
oOnaunuTe TexHosoruu. dusmyeckara MPEHOCUMOCT, HE3aBUCHMOCTTa OT HHTEPHET
Bpb3Ka M BHUCOKATa CKOPOCT Ha JIOKAJEH JAOCTBI T'M MPaBIT HE3aMEHHUMH B MHOXXECTBO
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ClleHapuu — OT paboTa ¢ knacuduurpana HHGoOpMAaIsI B U30JIUPAHU MPEXKHU A0 MOOUITHA
dhoTorpadus U BUICONTPOTYKITHS.

2. Puckoere, CBbp3aHU C T€3U YCTPOMCTBA, Ca PEaIHW, MHOTOACIIEKTHU U C MMOTEHIUAIHO
karactpodanau nmocnenuiy. EBomonusaTa Ha 3allaxuTe — OT PaHHUTE bOOt-CEKTOpHU
BUPYCH, pa3lpOCTPaHsIBaHM Ype3 AMCKETH, 0 YChBBpPIICHCTBaHU aTaku kato BadUSB u
Stuxnet — noka3Ba, ye aTaKyBallIUTE HENPEKBCHATO aJalTUPAT METOAUTE CU KbM HOBUTE
TEXHOJIOTHH.

3. EdexTuBHOTO yIpaBiieHHE Ha BBHUIHUTE HOCHUTEIH WM3UCKBA HWHTETPHpPaH IOIXO,
KOMOMHHpAI TeXHUYECKH KOHTPOJM (KpUIITUpaHE, aHTUBUPYCHA 3allliTa, KOHTPOJ Ha
MOPTOBETE), OPraHU3aLMOHHU MEpPKHU (MOJUTHKH, OJUT, OOy4YeHHE) U CHOTBETCTBHE C
HopmatuBHutTe u3nckBanus (GDPR, ISO/IEC 27001). Huto enna enuHuyHa MspKa HE
MOJKE J1a OCHUTYpPHU JOCTAaThyuHA 3allUTa cama 1o cede cu — HeoOXOAUM € MPUHIMITBT Ha
3aluTa B 1bJ100YHHA.

4. Yosemkumar (akTop ocTraBa Hal-HENpeOBUAMMATa ¥ TPYJHO KOHTPOJIUpyeMa
MIPOMEHINBA. TEXHUYECKUTE KOHTPOJIM MHUHUMH3UpAT IOBBPXHOCTTA Ha araka, HO
yCTOMYMBATa CUTYPHOCT 3aBUCH OT HWH(GOPMUPAHOCTTa M JAUCHUIUIMHATA Ha
MOTpEeOUTENUTEe, KOETO IMOAYEepTaBa 3HAYECHHUETO Ha pPErysipHOTO OOydYeHue u
MMOBUILIABAHETO HA OCBEJOMEHOCTTA.

[lepcnexTuBUTEe 32 OBIEIIO Pa3BUTHE B Ta3u 00JACT BKIIOYBAT HSAKOJIKO KITIOUOBH
Hanpasiienus. Haemuzanero Ha USB4 u Thunderbolt 5 ¢ mpomyckarenna cmocobnoct a0 120
Gbit/s mie yBennu#n KakTo Bb3MOKHOCTHUTE 3 MPOJYKTUBHOCT, TaKa U MOTCHIUAIHUTE PUCKOBE OT
OBp30 eKcuaTpupaHe Ha JaHHU. MacOBOTO BBHBEKIAAHE HA XapAyepHO KPUIITHPAHE B CaMHTE
ycrpoiictBa (Self-Encrypting Drives — SED) mie ompoctu ymnpaBieHHETO Ha KIIOYOBETE.
Pa3BuTHeTO HAa TEXHOJIOTUH 33 U3KYCTBEH MHTEJIEKT B 00s1acTTa Ha noBeeHueckus ananu3 (UEBA
— User and Entity Behavior Analytics) me nogo0pu eTeKTUpaHeTO Ha aHOMaJlHAa aKTUBHOCT,
CBbp3aHa ¢ IPEHOCUMH YCTPOHCTBA.

Oco0eHo TmepcrneKTHBHA € UHTerpanusaTa ¢ IuarGopMu 3a yHOpaBieHHE Ha MOOWIHM
ycrpoiictea (MDM) karo Microsoft Intune, kosiTo T03BOJIsIBa IEHTPAIU3UPAHO TIPHIJIaraHe Ha
MIOJINTUKHU 3a PEHOCUMHU HOCUTENM HE CaMO B paMKUTE Ha JIOKAJIEH JI0MEITH, HO U B XUOPUIHU U
U310 00sauHu cpean. ABromMatuzupanuar oaut Ha USB cvbutus upe3 SIEM mnatdopmu ot
HOBO ITOKOJIEHHE — M0-KOHKpeTHO Microsoft Sentinel — e ocurypu Kopenamnus Ha KypHaJIHUTE
3alMCH OT KPaHUTE TOUKH B PEAJIHO BPEME U IIE ChbKPATH BPEMETO 3a PEAKLUS NTPU MHIUACHT.
[Tpunaranero Ha DLP (Data Loss Prevention) monutuku upe3 pemienus karo Microsoft Purview
1Ile MMO3BOJM aBTOMATHYHO KilacuduuupaHe U OGIOKHpaHe Ha YyBCTBUTEIHO ChAbP)KaHUE HPU
ONMUT 3a KOINHpaHe BbpPXY BBHHIIHM HOCHUTENH, MPEAOTBpATSIBAlKM M3TUYAHETO Ha JIAHHU OIlE
MIPEAU TO Ja CE CIyYH.

VY CBbBBPIICHCTBAHETO Ha apXUTEKTypHUTe C HyleBo nosepue (Zero Trust Architecture) —
OCHOBAHHU Ha MPHHLUIA ,,HUKOTA HE BsIpBail, BUHAru Bepuduuupaid" — e HalnoXXu TPETUPAHETO
Ha BCSIKO YCTPOMCTBO, BKJIIOYHUTEIHO IPEHOCUMHUTE HOCHUTEIM, Karo MOTEHLUAIHO
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KOMIIPOMETUPAHO 10 JI0Ka3BaHEe Ha IMPOTUBHOTO. B chueTaHue ¢ HempeKbcHAaTa aBTEHTUKALUA U
aJlalTUBEH KOHTPOJI Ha JocThna Zero Trust HoAXoabT 1€ NPOMeHU (yHIAMEHTAIHO HaYMHa, 110
KONTO OpraHu3aluuTe YIpaBisBaT B3aUMOJCHCTBUETO C BBHIIHUTE 3allaMeTsBaLIU
ycTpoiicTBa.Peann3upaHero Ha IOCTaBeHaTa Liel — pa3pabOTBaHE HAa KOMIUIEKCEH MOJEN 3a
yIpaBJIieHUE Ha BHHIITHUTE 3allaMeTsIBAIl yCTPOMUCTBA, rapaHTHpaIl OalaHc MEXIy OnepaTHBHA
CBbBMECTHUMOCT U MH(OPMAIIMOHHA CUTYPHOCT — € MOCTUTHATO Ype3 CUCTEMATHYHUS aHAIHM3 Ha
TEXHOJIOTHYHATa 0a3a, PUCKOBETE, MEPKUTE 3a 3allUTa M OPraHU3aALUOHHUTE TPAKTHKH.
[IpeuiosxeHUAT MOIeN € MPUIIOKUM KaKTO B KOPIOpPAaTHBHA CPE/ia, TaKa U B IyOJIUMYHUS CEKTOP U
KpUTHYHAaTa HHQPACTPYKTypa, KaTo HeroBara e(EeKTUBHOCT 3aBHCHU OT IOCIIEIOBATEIHOTO
IIpUaraHe Ha BCHYKU KOMIIOHEHTH — TEXHUYECKHU, OpraHU3alluOHHN 1 HOPMaTUBHHU.

S. TIPUHOCH

B®3 ocHOBa Ha IIPOBCACHOTO U3CJICABAHC MOTI'aT Aad 6'bI[aT (1)OpMy.]'II/IpaHI/I CJICOAHUTC ITPUHOCHU HaA
HacTosgmara JUIljioMHa pa60Ta:

1. CucremarusupaH TEXHOJOTMYEH aHalW3 Ha IETT€ OCHOBHU KAaTE€rOpUHM BBHHIIHU
3anameTsiBaiy ycrpoiictBa — USB ¢am nameru, TBbpaoTenHu auckose (SSD), TBepau
mrckoBe ¢ marHuTeH 3amuc (HDD), kaptu ¢ namet (SD) u ontuunn Hocurenu (CD/DVD).
AHanu3bT 00XBallla KIIOYOBUTE TEXHUYECKH MapaMeTPH — CKOPOCTH Ha YETEHE U 3aIluc,
untepdeiicu 3a cepp3Bane (USB 2.0/3.x, SATA III, NVMe, Thunderbolt), kananurer,
JATEeHTHOCT W HAJEXKIHOCT — M € MpeJAcTaBeH B cpaBHHUTenHa Tabnuua (Tabmumna 2),
yJlecHsIBalla u300pa Ha HOCUTEINl CbOOPa3HO KOHKPETHH M3UCKBaHMUS.

2. Pa3zpabGorena matpuiia 3a oreHka Ha puckopere (Tabmuma 3), knacudunmpaiia ocem
OCHOBHH 3aIlIaX¥ IIPH U3IMOJI3BAHETO HA BHHIITHU HOCHTEIH IO BEPOSTHOCT U BH3/ICHCTBUE
cermacHo metonosiorusita Ha NIST SP 800-30 u ISO/IEC 27005. Matpuiara e
MOJIKperieHa ¢ akTyasiHu ctatuctuuecku nanuu ot ENISA (37 % ot neneBure ataku cpenry
WHYCTPHAITHU CUCTEMU ce ochinecTBaBat upe3 USB), Ponemon Institute (cpenna nena Ha
MHIUACHT ¢ M3THYaHe Ha jgaHHU — $3,86 mmimmona) u Verizon DBIR (2023), koeto 5
MpEeBpBIIA B MPUIOKUM HHCTPYMEHT 32 OLIEHKA Ha pUCKa B KOPIIOPATUBHA Cpefa.

3. IlpemyiokeH MHOTOIJIACTOB MOJIEN 3a 3alllTa HAa BHHIIHUTE 3allaMeTsIBaIll yCTPOMCTBA,
clieJBalll IpUHIIKIIA Ha 3a1uTa B 1bi10ounHa (Defense in Depth). MoaensT unterpupa tpu
B3aMMHO JIONBJIBAIM C€ CJIOS: aaMuHUCTpaTuBEeH KoHTpod upe3 GPO (Group Policy
Object) 1 MONUTUKY 32 OTpaHUYaBaHE HA JOCTHIIA JO IPEHOCHMHU HOCUTENU; KOHTPOJ Ha
ycrpoiictBara upe3 Device Whitelisting mo Vendor ID, Product ID u cepuen Homep; u
KpUNTHpaHe Ha JaHHU B Mokoil upe3 AES-256 (BitLocker To Go, VeraCrypt umu LUKS).
[Ipennoxenust Mmozaen e cbrnoctaBeH ¢ n3uckBanuaTa Ha [ISO/IEC 27001 Annex A u NIST
SP 800-53.

4. CpaBHUTENECH aHAIM3 Ha TPU pEaHM MHIOUACHTA C pa3indeH Mamad M XapakTep —
kuOeparakara Stuxnet (2010), u3tnyanero Ha AaHHM OT jetumie Xwuitpoy (2017) u
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mobanHata 3a0paHa Ha npeHocumute HocutTenn B IBM (2018). AnanusbT u3Bexaa
KOHKPETHH yPOIIY 32 BCEKH Ka3yc: HEOOXOIMMOCTTA OT CTPOT KOHTPOJI Ha IIOPTOBETE TOPH
B u3onupanu (air-gapped) Mpexu, ePeKkTbT Ha KOMOMHUPAHUS YOBEIIKH U TEXHUYECKH
(dakTop NpU HEKPUIITUPAHH yCTPOWMCTBA M JOKA3aTEIICTBOTO, Y€ IsJIOCTHATA 3a0paHa €
peaicTUYHA B TII00aeH Mamad mpy OCUTYpsSIBAaHE HA alITEPHATUBHU CPEJICTBA 32 OOMEH
Ha JIaHHHU.

Pa3zpaboteH 4ekiucT ¢ necer MOOpW MPAKTHKH 32 YNpPaBICHHE HA BBHHINHH HOCHTEIH
(Tabmuna 5), cemocraBern ¢ nerre ¢ynkmouun Ha NIST Cybersecurity Framework 2.0
(Identify, Protect, Detect, Respond, Recover) u kourposnure Ha ISO/IEC 27001 Annex A.
YekIuCThT MOKPHUBA IIENUS JKU3HEH IUKBJI HAa WHPOPMAIMOHHATA CUTYPHOCT — OT
WHBEHTApH3alMsd Ha YCTpOWcTBaTa M KiacH(UKanus Ha JaHHHUTE, Npe3 KPHUIITHPAHE,
Device Whitelisting 1 SIEM MOHMTOpPHWHT, 10 TPOLEAYPH 32 PEAKIHs MPH MHIUACHT H
curypHo ustpuBane no NIST SP 800-88. Toit nmpenoctaBsi mpuiokuMa MeTOIUYeCKa
OCHOBA 33 OPTaHU3AIUH OT PA3INYCH MAIao.
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6. IPUJTOKEHUA

IIpunoxenne A. Illpumepna konpurypanus Ha Device Control Policy (Microsoft Defender
for Endpoint)

Kondurypanusra ce negunupa upes asa PolicyRule obekra, onucanu B TabiumuTe mo-aoiy.

[IpaBmino 1: DenyWriteToUnapprovedUSB — 3a0pana 3a 3anuc Bbpxy Heomobpenu USB
yCTpoOMCTBa

ITapamersp CroiiHoCT

DenyWriteToUnapprovedUSB
Name 3abpaHa 3a 3anuc BepXy Heomoopenu USB ycrpoiicTBa
IncludedIdList RemovableMediaDevices (BcHuku IpeHOCHMH YCTPOUCTBA)

Vendorld: 0781 (SanDisk), Productld: 5591 (Ultra Flair USB 3.0);

ExcludedIdList
Vendorld: 0951 (Kingston), Productld: 1666 (DataTraveler 100 G3)
Entry — Type Deny
Entry — AccessMask Write
Entry — Notification »3aIHICHT BbpXy Heonoopenn USB ycrpoiicTsa e 3abpanen. O0bpHETE ce KbM

WT otnena 3a ogobpenwue."”

ITpaBuno 2: AuditAllUSBConnections — Onut Ha Bcuuku USB cBbp3Banus

ITapametsp CroiHoCT

Id AuditAllUSBConnections

Name Opurt Ha Bcuuku USB cBBp3BaHus

IncludedIdList RemovableMediaDevices (Bcu4kn IIpeHOCHMH YCTPOHCTBA)
Entry — Type AuditAllow

Entry — AccessMask Read, Write, Execute

Unentudukatopute Vendorld u Productld ce m3Bmuuar ot Device Manager ([ducneuep Ha
yCTPOMCTBA) WM Ype3 KOMaHaTa:

Get-PnpDevice -Class DiskDrive | Select-Object Instanceld, FriendlyName
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Microsoft Endpoint Manager admin center

! 1t securit Create a profile o
A Home @ Endpoint security | Attack surface reduction

f§ amalel @9 90 F @Pdae

@Due. 4. Microsoft Defender for Endpoint — Device Control Policy 6 admunucmpamugHus nopmai
H3mounuxk: Appel (n.d.)
IIpunoxenne b. [Ipumepna GPO kondurypanus 3a KOHTPOJI HA NIPEHOCUMH yCTpoiicTBa

Kongurypanusra no-moiry onucsa Hactporikure Ha Group Policy Object (GPO), npunoxxum KpM
opraam3anuonHa enuauna (OU) ¢ HeoTopu3upanu norpedburenu. Hactpolikure ce mocThIBaT
gpe3 Group Policy Management Editor (gpmc.msc).

b.1. 3a0pana 3a 3anuc BbpXy NPEHOCHMMH YCTPOHCTBA

[Tp1: Computer Configuration — Policies — Administrative Templates — System — Removable
Storage Access

Hactpoiika CroiiHocT

Removable Disks: Deny write access Enabled
Removable Disks: Deny read access Not Configured
All Removable Storage classes: Deny all access Not Configured
CD and DVD: Deny write access Enabled
Tape Drives: Deny write access Enabled
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b.2. OrpannyaBaHe Ha HHCTAJMPAHETO HA YCTPOMCTBA MO KJAac

[Ip1: Computer Configuration — Policies — Administrative Templates — System — Device
Installation — Device Installation Restrictions

Hactpoiika CroiiHoCT

Prevent installation of devices not described by other policy

. Enabled
settings

Allow installation of devices that match any of these Device

Instance IDs Enabled (crcsk ¢ ogobpenn ID)

Prevent installation of devices using drivers that match these Enabled {36FC9E60-C465-11CF-8056-
device setup classes 444553540000} (USB Mass Storage)

B.3. 3agbikurenno kpunrupane ¢ BitLocker 3a npeHocumu HocuTen

[Tp1: Computer Configuration — Policies — Administrative Templates — Windows Components
— BitLocker Drive Encryption — Removable Data Drives

Hactpoiika CroiiHOCT

Deny write access to removable drives not protected by BitLocker Enabled

Control use of BitLocker on removable drives
— Allow users to apply BitLocker protection: Checked Enabled

— Allow users to suspend and decrypt: Unchecked

Choose how BitLocker-protected removable drives can be recovered
— Allow data recovery agent: Checked Enabled

— Save BitLocker recovery information to AD DS: Checked

b.4. OauT HAa npeHOCMMH YCTpPOHCTBA

[TsT: Computer Configuration — Policies — Windows Settings — Security Settings — Advanced
Audit Policy Configuration — Object Access

Hactpoiixa CroiiHoCT
Audit Removable Storage Success, Failure
Audit PNP Activity Success

Coburnsra ce 3anucsar B Windows Event Log:
- Event ID 6416: HoBo PnP ycTpoiicTBo € pa3mno3znaro

- Event ID 4663: OnuT 3a 10CTHIT 0 00EKT HA TPEHOCUM HOCUTEN
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13 sesingta [Bsettingts)

@ue. 5: Group Policy Management Editor — nacmpotiku ~ @ue. 6. Group Policy Management Editor — BitLocker
3a Removable Storage Access Removable Data Drives

IIpunoxenne B. Illad0n 32 nuBenTapusanus Ha USB ycrpoiicTBa

Cnennusar malloH CIOyXHM 3a pEerucTpupaHe W NpociensBaHe Ha BcUYku onobpenn USB
ycrpoiictBa B opranuzanusra. [lomenaBa ce or UT agmuHuMcTparopa npu I'bpBOHaYaIHa
perucTpanys U ce aKTyajlu3upa Ipu BCsKa IPOMsHA Ha cTaryca.

Cepuert [Tpouss. Mogen Harta na per. Cratyc
HOMED
Ultra
. . HBaHoB,
1 781 5591  4C53000121 SanDisk Flair - uT 15.01.2025 AKTHBeH
64GB '
DT100
. Ietposa,
2 951 1666 EODSS5EAS573  Kingston = G3 M CueroB.  22.02.2025 AKTHBEH
32GB '

JetFlash = T'eoprues,

3 8564 1000 AA0000048 T
9 ranscend 128GB | .

Mapxker. 10.03.2025 HeakTus.

I/IHCTPYKI_II/II/I 3a IIOITbJIBAHC!

1. VID u PID ce u3Bamyar ot Device Manager — Properties — Details — Hardware Ids
(bopmat: USB\VID xxxx&PID xxxx)

2. CepuitHUAT HOMEp Ce U3BJIMYA OT CBOMCTBATa Ha yCTpoiicTBOTO M upe3 PowerShell:

Get-PnpDevice  -Class  DiskDrive | Get-PnpDeviceProperty ~ -KeyName
DEVPKEY Device SerialNumber

3. Craryc: ,,AxtuBer", ,,JlcaktuBupan" wim ,,M3ryoen/Otkpamanar”
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4. Ilpm craryc ,,3ryoen/OTkpagHat” ce WHULIMHUpA TPOIEAypa 3a PEaKuus MPU HHIUACHT
ceriacHo GDPR 4. 33 (yBenmoMmsiBaHe B paMKUTe Ha 72 4aca)

ir.'. Device Manager = o X

File Action View Help
| @ 5 H @& 50000 Properties X

~ & Elitebook-8470p
3 4] Audio inputs and autpu  Generel Poicies Vohmes Driver  Detals Everts

5 i Audio Processing Objec

s B Bittares - 5175502200
> @ Biornetric devices
> @ Bluetooth Property
> B Computer Hardware IDs v
v Disk drives
= TSITSI0220Q Wl
- WendorCo ProductC SCSI\Disk. TS1TS5D2200VEDR
> [ Display adaptors SCSI4Disk, 5175502200
> [ Human Interface Device | SCSI\Disk
> =@ IDE ATAZATAPI controlle | SESIL TS1TSSD2200V
> @ IEEE 133 host cantrolle| TS1TSSD2200

5 Ja Inaging devices GenDisk.

5 = Keyboards
5 [0 Memary technology der
> [ Mice and other painting

> [ Monitors
> [ Metwork adapters

5 B Other devices

> [ Portable Devices

> @ Ports (COM & LPT) Cancel
> = Print queues

> [ Processors

© B9 Seririhe devirec

@Due. 7: Device Manager — Properties — Details — Hardware Ids na USB ycmpoiicmeo
IIpunoxenne I'. Yexnaucr 3a curypuo usrpusade Ha 1annu no NIST SP 800-88 Rev. 1

YeknucThT ce Nmpuiara Ipu U3BeK1aHe OT eKCIUIoaTalus, IPEpa3IpeIeICHUE WIN YHUIOKABaHE
Ha BBHIIEH HOCHTEN, ChIbp)KAll YyBCTBUTENHA WHpopMmauus. M300pbT Ha HUBO 3aBUCH OT
KJacu(uKanusaTa Ha JaHHUTE U U3UCKBaHMATA HA OPraHU3allMOHHATA OJIUTHKA.

Hugo 1: Clear (Jloruyecko u3rpuBaHe)

HpI/IJ'IO)KI/IMOCTI JlaHHI/I C HUCBK U CPCACH KJIaC HAa YyBCTBHUTCIIHOCT. HocuremnsaT ocrtasa B PaAMKHUTC
Ha opraHu3anusra.

Ne ‘ Crpnka M3nbaHEHO

1.1 Wnentudunupane Ha ycrpoiicteoto (VID/PID/cepuen Homep) []

1.2 Pe3epBHO Komue Ha HEOOXOIUMHUTE JaHHM (aKO MMa TaKHBa) []

1.3 TlpesanucBaHe ¢ HyJIW/€IMHUIM/TIPOU3BOIIHE CTOHHOCTH (MUHHMYM | mac) []

1.4  Bepudukamnus upe3 4eTeHE Ha CIyIallHU OJIOKOBE []

1.5 | JloxyMeHTHpaHE: yCTpPOUCTBO, METO, AaTa, OTTOBOPHUK []
NHcTtpymenTu:

- Windows: cipher /w:D:\
- Linux: shred -vfz -n 3 /dev/sdb

- DBAN: Craprupane ot bootable Hocuten
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HuBo 2: Purge (Kpunrorpadgcko usrpuBane)

[Tpunoxumoct: JlaHHH C BHCOK KJac HAa YyBCTBUTEIHOCT. HocuTendr Hamycka KOHTpoOJia Ha
opranm3anusTa (mpemnpoaxoa, BpbllaHe 1Mo TapaHIus).

Ne ‘ Crpnka W3nbnneHo
2.1  Unentudumupane Ha ycrpoiicrsoro u tun (HDD/SSD/NVMe) []
2.2 Pe3epBHO KomKe HAa HEOOXOJMMUTE IaHHU (2KO UMa TaKHBa) []
2.3 | Wsnwnaenue Ha Secure Erase / Cryptographic Erase []
2.4 IlpouuTtaHe Ha LM HOCUTEI, IOTBbPKIABaHE HA JIUIICA HA B3CTAHOBUMHU JAaHHU []
2.5 | JlokyMmeHTHpaHe: cepTH(HKAT 32 H3TPUBAHE C ITOIITUC []

M3nwnnennero Ha Secure Erase ce ciydBa 1o ciaeaHUTE HAUMHH:
- NVMe: nvme format /dev/nvmeOn1 --ses=1
- SATA SSD: hdparm --security-erase NULL /dev/sda
- HDD: Ilpe3zanucsane B 3+ nmaca (DoD 5220.22-M)
- Kpunrupanu ycrpoicTsa: YHUIIIOKABaHE Ha KIIKOYa

Hugo 3: Destroy (Pu3nyecko yHUIIIOKABAHE)

[Tpunoxumoct: JlaHHU ¢ Half-BUCOK KJ1ac HAa YyBCTBHUTEIHOCT (KJIacupuuMpaHa MHOpMarus,
muuHu gaHHM 1o GDPR). EnunctBenusar wmeron, rapantupan] 100% HEBB3MOXKHOCT 3a
BB3CTaHOBSIBaHE.

Ne ‘ Crpnka WznbnaeHO
3.1  Unentudumupane Ha yctpoiictBoro (VID/PID/cepuen Homep) [1]
3.2 H360p Ha MeTox 32 GU3UIECKO YHUIIIOKABAHE []
3.3 U3BbpuiBaHE HAa YHUIL0KaBAHETO OT OTOPU3UPAH MEPCOHAI []

Busyanna Bepudukamnus - ycTpoicTBOTO € GH3HMYECKU HePa3l03HABAEMO U

3.4 []
HepaboTocrnocoOHO

15 JlokyMeHTHpaHe 4pe3 MPOTOKOJ 32 YHHIIIOKaBaHe C MOAIUC Ha JiBaMa CBUJICTEIH, (]
"~ CHMMKOB MaTepHal

3.6 Axtyanmsupase Ha nHBeHTapHUsA peructhp ([Ipunoxenne B) — cratyc ,,YHumosxen" []

MeroauTte 3a YHHUIIOKaBaHC BKJIKOYBAT:

- penupane (MHAYyCTpUATIEH LIPEIEp, pa3Mep Ha yacTUIUTE < 2 mm 3a (Jiail nameTH)
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- Jeraycupane (camo 3a HDD — MarHuTHH HOCUTEIH )
- M3rapsiHe B KOHTpoJIMpaHa cpena (JIMIEH3UpaH OreparTop)
- Xumnuecko pa3tBapsiHe (32 NAND uumnose)

Tabnuua 3a n300p Ha HUBO HA U3TPUBAHE:

Kputepuii ‘ Clear ‘ Purge Destroy

Knac na nannure Hucwk—cpenen Bucok Haii-Bucok

Hocurenar octaa B opranuszanusra Hanycka koHTpOna He — yHumosxen

Bpewme Munytr—4acose Munytu—4acose Munytu

Ilena Hucka Hucka—cpenna CpenHa—BHCOKa

Tapanmnus Cpenna Bucoka AGcooTHa

Cranpmapt NIST SP 800-88 (Clear) =~ NIST SP 800-88 (Purge) NIST SP 800-88 (Destroy)
i Event Properties - Event 4663, Microsoft Windows security auditing. -

An atternpt was made to access an ohject. ~

Subject: E|
Security |D: about\Administrator
| Account Mame: Administrator

Account Domain: about
Legon 1D: (66DBA4 w
[#]

Log Name: Security
Source: Microsoft Windows security Logged: 72472017 4:39:14 PM EI
Event ID: Task Category: File System
Level: nformation Keywords: Audit Success
User: MNSA Computer: KESHAYDC12 www.about.com
OpCode: Info

More Information:  Event Log Online Help

S

QDue. 8. Event Viewer — 3anuc na Event ID 4663 npu docmwn 0o npenocum Hocumen
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